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Terms of Reference

SERIOUS INVASIONS OF PRIVACY IN THE DIGITAL ERA

I, Mark Dreyfus QC MP, Attorney-General of Australia, having regard to:

the extent and application of existing privacy statutes

the rapid growth in capabilities and use of information, surveillance and
communication technologies

community perceptions of privacy

relevant international standards and the desirability of consistency in laws
affecting national and transnational dataflows.

REFER to the Australian Law Reform Commission for inquiry and report, pursuant to
s 20(1) of the Australian Law Reform Commission Act 1996 (Cth), the issue of
prevention of and remedies for serious invasions of privacy in the digital era.

Scope of the reference

The ALRC should make recommendations regarding:

1.

Innovative ways in which law may reduce serious invasions of privacy in the
digital era.

The necessity of balancing the value of privacy with other fundamental values
including freedom of expression and open justice.

The detailed legal design of a statutory cause of action for serious invasions of
privacy, including not limited to:

a. legal thresholds
b. the effect of the implied freedom of political communication

jurisdiction

& o

fault elements
proof of damages
defences

exemptions

= @ ™o

whether there should be a maximum award of damages

—

whether there should be a limitation period
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J.  whether the cause of action should be restricted to natural and living
persons

k.  whether any common law causes of action should be abolished
I.  access to justice
m. the availability of other court ordered remedies.

4. The nature and appropriateness of any other legal remedies for redress for serious
invasions of privacy.

The Commission should take into account the For Your Information ALRC Report
(2008), relevant New South Wales and Victorian Law Reform Commission privacy
reports, the Privacy Amendment (Enhancing Privacy Protection) Act 2012 and relevant
Commonwealth, State, Territory legislation, international law and case law.

Consultation

In undertaking this reference, the Commission will identify and consult relevant
stakeholders including the Office of the Australian Information Commissioner, and
relevant State and Territory bodies.

Timeframe
The ALRC will provide its final report to the Attorney-General by June 2014.
12 June 2013

Mark Dreyfus

Attorney-General
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Context of the Inquiry

1.1 A cause of action for serious invasion of privacy does not presently exist in
Australian law. A person’s privacy may be invaded in a range of ways. Such invasions
may occur with increasing ease and frequency in the digital era, when the mobile
phones in our pockets are all potential surveillance devices, drones are becoming
cheaper and more advanced, and personal information once put online seems
impossible to destroy or forget.!

1.2 This Inquiry considers how Australian law may be reformed to prevent and
remedy serious invasions of privacy. However, it occurs in the context of other
concerns about privacy, such as those raised by ‘big data’ and surveillance by
governments and others. Indeed, it seems that privacy is rarely out of the news.

1 This has been called the problem of ‘digital eternity’: David Lindsay, ‘The “Right to Be Forgotten” in
European Data Protection Law’, Emerging Challenges in Privacy Law: Comparative Perspectives
(Cambridge University Press, 2014) 290, 293.
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The design of a cause of action

1.3 The Report sets out the detailed legal design of a statutory civil cause of action
for seri(2>us invasion of privacy. This was the core task given to the ALRC for this
Inquiry.

1.4 Notably, the cause of action designed in the Report is directed at invasions of
privacy that are serious, committed intentionally or recklessly, and that cannot be
justified in the public interest. It is also confined to invasions of privacy either by
intrusion upon seclusion or by misuse of private information.

1.5  The design of this action and the other recommendations in the Report were
informed by nine guiding principles, discussed in Chapter 2. These include the
principle that privacy is a fundamental value worthy of legal protection and an
important public interest.

1.6  Another principle is that privacy should be balanced with other rights and
interests, such as freedom of expression. The ALRC considers that privacy and free
speech are both better protected by finding a reasonable balance between them.

1.7 The cause of action is designed in detail in the Report. This should make more
clear the scope of the action, the extent of protection it may provide, and the impact it
may have on potential defendants. The detailed design of the cause of action may also
help better inform debates about the desirability of such a cause of action.

1.8  In developing its recommendations, the ALRC considered, among other things,
common law principles, developments in other jurisdictions, gaps in Australian
common law and statute law, and recommendations made in previous inquiries into
privacy law. The ALRC also considered community and industry concerns, including
about threats to privacy by new technologies and the vital importance of free speech.

Elements and essential features of the tort

1.9  The cause of action should be enacted in a Commonwealth Act and should be
described in the statute as an action in tort. This is the first essential feature of the
cause of action. Chapter 4 sets out the constitutional background and legal implications
of this recommendation. Importantly, describing the action as a tort will encourage
courts to draw on established principles of tort law, when deciding a number of
ancillary issues. This will provide a measure of certainty, consistency and coherence to
the law.

1.10 Chapters 5 to 8 set out the elements and essential features of the tort. The overall
structure and elements of the cause of action should be read together, as each element
depends in many ways on the existence of the others.

2 See the Terms of Reference.
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1.11 These are the essential elements and features of the cause of action:

o the invasion of privacy must be either by intrusion into seclusion or by misuse of
private information (Chapter 5);

. it must be proved that a person in the position of the plaintiff would have had a
reasonable expectation of privacy in all of the circumstances (Chapter 6);

o the invasion must have been committed intentionally or recklessly—mere
negligence is not sufficient (Chapter 7);

o the invasion must be serious (Chapter 8);

. the invasion need not cause actual damage, and damages for emotional distress
may be awarded (Chapter 8); and

o the court must be satisfied that the public interest in privacy outweighs any
countervailing public interests (Chapter 9).

1.12  This last point is the crucial ‘balancing exercise’, in which courts weigh privacy
against other important public interests, such as freedom of speech, freedom of the
media, public health and safety, and national security. The ALRC recommends that
such competing interests be considered when determining whether the plaintiff has a
cause of action. It should be an element of the tort, rather than a defence. A plaintiff
should not be able to claim that a wrong has been committed—that their privacy has
been seriously invaded—where there are strong public interest grounds justifying the
invasion of privacy.

Limitation periods and other matters

1.13  Chapter 10 deals with important procedural and substantive matters. The ALRC
recommends that:

o federal, state and territory courts should have jurisdiction;

o the cause of action should be limited to natural persons;

o actions should not survive—either for the estate of the plaintiff or against the
estate of the defendant;

o the limitation period should be set at one year after the plaintiff becomes aware
of the invasion, or three years after the invasion occurred, whichever comes
first; and

o alternative dispute resolution should neither be a bar to, nor a prerequisite for,
litigation.

Defences

1.14  Chapter 11 sets out the recommended defences to the cause of action:
o a defence of lawful authority;

o a defence where the conduct was incidental to defence of persons or property;
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. a defence of consent;

o a defence of necessity;

o a defence of absolute privilege;

o a defence for the publication of public documents; and
o a defence for fair reporting of public proceedings.
Remedies

1.15 Chapter 12 discusses the making of costs orders and sets out the monetary and
non-monetary remedies that should be available for serious invasions of privacy,
including:

o damages, including for emotional distress and, in exceptional circumstances,
exemplary damages;

o an account of profits;

o injunctions;

o delivery up, destruction and removal of material;
o correction and apology orders; and

J declarations.

1.16 The ALRC also recommends a list of factors for courts to consider in assessing
damages and that there should be a statutory cap on the amount of damages that may
be awarded in any particular case.

Should a new tort be enacted?

1.17 The ALRC was asked to design a cause of action, rather than to determine
whether it is needed or desirable. This second question was considered and answered
affirmatively by three recent law reform inquiries in Australia. It was also the subject
of an Issues Paper prepared by the Department of Prime Minister and Cabinet in
September 2011.° Nevertheless, many stakeholders in this Inquiry commented on the
issue.

1.18 The ALRC considers that the question of whether a statutory cause of action for
serious invasion of privacy would be beneficial to the Australian community should be
assessed on the basis of an understanding of:

o the existing legal protections for privacy;

o gaps and deficiencies in that legal protection;

3 See below, [1.41] ff.
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. the likelihood of the common law developing a cause of action for invasions of
privacy in the absence of a statute;

° the detailed design of the cause of action—its elements, defences and remedies;
and

o whether the cause of action is better designed in statute, or left to be developed
by the courts.

1.19 Many stakeholders expressed their support for a statutory cause of action.* Only
a few told the ALRC that the law did not need to be changed at all, and that there were
no gaps in the legal protection of privacy in Australia.” Even many of those who
opposed a privacy tort did not deny the importance or value of privacy.’ Rather, they
based their opposition to the tort on other grounds. It was said that there was little
evidence that privacy is invaded in Australia, and that there are no media practices in
Australia such as those exposed in the UK phone hacking scandal involving the now
defunct News of the World. It was also said that there are no significant gaps in the law,
and a new tort would have an undesirable effect on the media, on other businesses, and
on the free flow of information.

1.20 The ALRC is not convinced that there is no evidence of invasions of privacy in
Australia. Invasions of privacy by intrusion or misuse of private information are known
to occur in a wide variety of circumstances.

1.21 While it may be true that the Australian media operate more appropriately than
some of their UK counterparts, it is not necessarily the case that the Australian media
never unjustifiably invade people’s privacy. Rather, it may be that where they have
done so, and the plaintiff complains, they have settled the plaintiff’s claims to avoid
litigation, publicity and the setting of a precedent.

1.22 The fact that courts have not recognised a common law cause of action, as they
have in other countries, also does not show that there is no need for a statutory cause of
action. It may merely indicate that litigants are reluctant to risk lengthy and costly
proceedings and appeals arguing a novel point of law. ALRC consultations with
practitioners confirmed this view.

1.23  Some who opposed the introduction of a new cause of action recognised that
there are gaps in the law, but submitted that it would be preferable to fill those gaps in
other Ways.7 Other stakeholders who opposed a new privacy tort submitted that it

4 Law Society of NSW, Submission 122; N Witzleb, Submission 116; Women’s Legal Services NSW,
Submission 115; T Butler, Submission 114; Australian Privacy Foundation, Submission 110; Office of the
Victorian Privacy Commissioner, Submission 108; Public Interest Advocacy Centre, Submission 105;
N Henry and A Powell, Submission 104; UNSW Cyberspace Law and Policy Community, Submission 98;
Australian Sex Party, Submission 92; G Greenleaf, Submission 76; M Paterson, Submission 60.

5 Free TV, Submission 55; The Newspaper Works, Submission 50.

6 Media and Communications Committee of the Law Council of Australia, Submission 124; AMTACA,
Submission 101.

7 Telstra, Submission 107; Australian Bankers’ Association, Submission 84; Guardian News and Media Ltd

and Guardian Australia, Submission 80; P Wragg, Submission 73; SBS, Submission 59; AIMIA Digital
Policy Group, Submission 56; News Corp Australia, Submission 34.
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would nevertheless be preferable to ‘shoehorning’ privacy protection into existing
.8
actions.

International developments

1.24 There are civil causes of action for serious invasion of privacy in New Zealand,
the United Kingdom, the United States and Canada.

1.25 The UK has developed extensive legal protection of privacy by extending the
equitable action for breach of confidence, under the influence of the Human Rights Act
1998 (UK).” This Act requires the courts to give effect to the protection of rights and
freedoms in the European Convention on Human Rights.

1.26 Atrticle 8 of the Convention provides that everyone has the right to respect for
their private and family life, their home and their correspondence, and that there shall
be no interference with this right by a public authority except by lawful authority in the
interests of national security, public safety, the economic well-being of the country, the
prevention of disorder or crime, the protection of health or morals, or the protection of
the rights and freedoms of others. Article 10 provides that everyone has the right to
freedom of expression, subject to certain necessary restrictions, including the
protection of the reputation or rights of others, and the prevention of disclosure of
confidential information.

1.27 This UK action for disclosure of private information—sometimes called a tort—
has provided a useful guide to the possible structure of the statutory cause of action
designed in the Report. The UK has also enacted the Protection from Harassment Act
1997 (UK), which provides a civil remedy for harassment.'’

1.28 New Zealand courts have recognised common law torts of misuse of private
information'' and of intrusion.'> New Zealand has enacted the Harassment Act 1997
(NZ), which provides criminal penalties for harassment.

1.29 Although committees in the UK and New Zealand have recommended against
the introduction of a statutory cause of action,” this must be seen in light of the
significant and recent developments in the common law in those two countries.

1.30 The Canadian provinces of British Columbia,14 Manitobal,15 Newfoundland and
Labrador,'® Quebec'” and Saskatchewan'® have enacted statutory torts for invasion of

8 Guardian News and Media Ltd and Guardian Australia, Submission 80.

9 Campbell v MGN Ltd [2004] 2 AC 457. See Ch 12.

10 See Ch 15.

11 Hosking v Runting (2005) 1 NZLR 1.

12 Cv Holland [2012] 3 NZLR 672.

13 Joint Committee on Privacy and Injunctions, Privacy and Injunctions, House of Lords Paper No 273,
House of Commons Paper No 1443, Session 2010-12 (2012); New Zealand Law Commission, /nvasion
of Privacy: Penalties and Remedies: Review of the Law of Privacy Stage 3, Report No 113 (2010).

14 Privacy Act, RSBC 1996, ¢ 373 (British Columbia).

15 Privacy Act, CCSM 1996, ¢ P125 (Manitoba).

16 Privacy Act, RSNL 1990, ¢ P-22 (Newfoundland and Labrador).

17 Civil Code of Quebec, SQ 1991, ¢ 64 ss 3, 35-37.

18 Privacy Act, RSS 1978, ¢ P-24 (Saskatchewan).



Executive Summary 11

privacy, and the Ontario Court of Appeal has also recognised common law
protection. "’

1.31 Privacy torts have been well-established in the United States for many decades,
although the protection they provide is limited by the special protection given to free
speech by the First Amendment of the Constitution. Some states, such as California,
have also introduced a statutory tort of invasion of privacy.”

A common law or statutory tort?

1.32 In contrast to these other jurisdictions, a common law tort for invasion of
privacy has not yet developed in Australia, despite the High Court leaving open the
possibility in Australian Broadcasting Corporation v Lenah Game Meats Pty Ltd*!
While a tort of invasion of privacy has been recognised by two lower court decisions,”
no appellate court has confirmed the existence of this tort. In Chapter 3, the ALRC
reviews the relevant case law, but agrees with the general consensus that the direction
of the future development of the common law is difficult to predict.”’

1.33 However, Australian law is unlikely to stand still, given developments in other
countries with similar legal systems and principles. Although Australia does not have a
Human Rights Act, Australia is a signatory to the International Covenant on Civil and
Political Rights, which requires countries to protect the privacy of its citizens. Privacy
is also grounded in clear and important common law principles. Professor Eric Barendt
has noted that in the 18" century, property rights that would now be identified as
personal privacy interests, ‘were used to safeguard radicals against the arbitrary
confiscation of their manuscripts and papers’.”* It will be increasingly difficult to
justify denying legal redress to people whose privacy has been seriously invaded, when
other countries offer such redress.

1.34 If a cause of action for serious invasion of privacy is likely to be developed in
Australia, is it better enacted by parliament, or left for the courts to develop under the
common law? There are benefits of having the law develop in the courts. A statute can
have unintended consequences.” It may capture, or fail to capture, activities or conduct
that were not considered when the statute was enacted. A statute may also become
outdated by changes in social or technological changes.”® A court, on the other hand,
can only decide the case before it, and only the issues in contention between the

19 Jones v Tsige (2012) ONCA 32.

20 California Civil Code § 1708.8.

21 Australian Broadcasting Commission v Lenah Game Meats Pty Ltd (2001) 208 CLR 199.

22 Grosse v Purvis [2003] QDC 151 (16 June 2003); Doe v Australian Broadcasting Corporation [2007]
VCC 281. Both cases were settled before appeals by the respective defendants were heard.

23 The case law on the issue since Australian Broadcasting Corporation v Lenah Game Meats Pty Ltd is
discussed in Ch 3.

24 Eric Barendt, ‘Privacy and Freedom of Speech’ in Andrew T Kenyon and Megan Richardson (eds), New
Dimensions in Privacy Law: International and Comparative Perspectives (Cambridge University Press,
2006) 11, 31.

25 TT Arvind and Jenny Steele (eds), Tort Law and the Legislature: Common Law, Statute and the
Dynamics of Legal Change (Hart Publisher, 2013) 8.

26 SBS, Submission No 8 to DPM&C Issues Paper, 2011; Free TV, Submission 55.
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parties. It does not need to anticipate or resolve all the possible issues that might arise
in other cases. The common law may therefore develop more incrementally and, some
would say, cautiously.

1.35 However, there are also many benefits of statutory reform. Parliament can act on
its own motion, and proactively address emerging issues in the community. The
development of the common law depends on the existence of parties with the will, and
the necessary resources, to litigate their claim in court.”” There will be continuing
uncertainty about how the law will be developed in the courts.”® Reform by legislation
can also be effected more rapidly than development at common law.”

1.36 A statute can legislate for a range of situations, both for what has occurred in the
past and for what may happen in the future. A court will focus on the specific issues of
a particular case, and this may lead to the development of narrow, fact-specific legal
principles.

1.37 There is more flexibility in the development of the law by statute than by
common law. Statute is not bound to follow precedent, unlike the courts.

1.38 Statutes can also select the most appropriate elements of a cause of action,
remedies, defences, thresholds, caps, conditions and exceptions, while courts often do
not have this freedom.” A statute can also build in incentives to use alternative dispute
resolution processes.

1.39 Finally, statutes can address the complex policy issues and legal concepts
involved and express the law in language which is more accessible than case law for
people without legal training.”’ As a result, statutes may be more effective in having a
normative impact on behaviour.

1.40 The advantages of statutory reform should not be underestimated by those who
oppose a new privacy tort. If instead of statutory reform, the equitable action for breach
of confidence were extended, defendants may be faced with a much stricter standard of
liability. There may also not be a clear and separate ‘seriousness’ threshold and
countervailing public interests may not be given sufficient weight. Such things
considered, potential defendants may prefer a more targeted statutory tort, such as the
one designed in the Report.

27 Office of the Victorian Privacy Commissioner, Submission No 46 to DPM&C Issues Paper, 2011;
Australian Privacy Foundation, Submission No 7 to DPM&C Issues Paper, 2011.

28 Law Council of Australia, Submission No 55 to DPM&C Issues Paper, 2011; Office of the Australian
Information Commissioner, Submission No 14 to DPM&C Issues Paper, 2011.

29 Australian Privacy Foundation, Submission No 7 to DPM&C Issues Paper, 2011; Liberty Victoria,
Submission No 34 to DPM&C Issues Paper, 2011.

30 Mark Leeming, ‘Theories and Principles Underlying the Development of the Common Law: The
Statutory Elephant in the Room’ (2013) 36 UNSW Law Journal 1002, 1021.

31 M Paterson, Submission 60.
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Other inquiries

1.41 This Inquiry builds on four other recent inquiries into privacy law or related
issues conducted in Australia, three of which recommended the enactment of a
statutory cause of action.”

1.42 The ALRC’s 2008 Report, For Your Information: Privacy Law and Practice,
focused on data protection: information collection, access and use. The ALRC
recommended that Commonwealth legislation should provide for a statutory cause of
action for serious invasion of privacy.”

1.43 In 2009, the New South Wales Law Reform Commission recommended that a
general cause of action for invasion of privacy was required to provide a ‘basis for the
ongoing development of the law of privacy in a climate of dynamic societal and
technological change’.**

1.44 1In 2010, the Victorian Law Reform Commission issued the report, Surveillance
in Public Places, which followed a decade-long inquiry into workplace privacy and
privacy in public places.”

1.45 In September 2011, the Department of the Prime Minister and Cabinet released
an Issues Paper on a statutory cause of action for invasion of privacy,36 prompted by a
number of ‘high profile privacy breaches’ in Australia and overseas.

1.46 During this Inquiry, the Law Reform Institute of South Australia has initiated an
Inquiry into whether or not South Australia should enact a statutory cause of action for
invasion of privacy.’®

32 Privacy was also the subject of earlier reports by the ALRC. In 1979, the ALRC recommended that a
person be allowed to sue for damages or an injunction if ‘sensitive private facts’ were published in
circumstances that were likely to cause distress, annoyance or embarrassment to a person in the position
of the relevant individual: Australian Law Reform Commission, Unfair Publication: Defamation and
Privacy, Report 11 (1979). In 1983, the ALRC released a report concentrating on information privacy,
and the need to implement the Organisation for Economic Co-Operation and Development, Guidelines
Governing the Protection of Privacy and Transborder Flows of Personal Data, 1983: Australian Law
Reform Commission, Privacy, Report 22 (1983). This resulted in the enactment of the Privacy Act 1988
(Cth). In the latter report at [1081], the ALRC declined to recommend the creation of a general tort of
invasion of privacy. In the ALRC’s view at that time, ‘such a tort would be too vague and nebulous’. The
ALRC considers that not only are social and technological conditions 30 years later very different, but
also the legal landscape has changed considerably, as shown by developments in other countries
discussed above.

33 Australian Law Reform Commission, For Your Information: Australian Privacy Law and Practice,
Report 108 (2008) Rec 74-1.

34 NSW Law Reform Commission, Invasion of Privacy, Report 120 (2009) [4.14].

35 Victorian Law Reform Commission, Surveillance in Public Places, Report 18 (2010).

36 ‘A Commonwealth Statutory Cause of Action for Serious Invasion of Privacy’ (Issues Paper, Department
of the Prime Minister and Cabinet, 2011).

37 This presumably referred to the widespread phone hacking by journalists and their sources that led to the

Leveson Inquiry in the United Kingdom: Lord Justice Leveson, An Inquiry into the Culture, Practices
and Ethics of the Press, House of Commons Paper 779 (2012).

38 South Australian Law Reform Institute, Too Much Information: A Statutory Cause of Action for Invasion
of Privacy, Issues Paper 4 (2013).
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1.47 The Law Reform Committee of Victoria also recommended in early 2013 that
Victoria give further consideration to introducing a statutory cause of action for
invasion of privacy by the misuse of private information.”

Other reforms

1.48 In addition to designing the statutory cause of action, the ALRC was asked to
make recommendations about other legal remedies and innovative ways in which the
law could prevent or redress serious invasions of privacy. This is considered in Part 3
of the Report.

Breach of confidence

1.49 Chapter 13 recommends that, if a statutory cause of action for serious invasion
of privacy is not enacted, the equitable action for breach of confidence be strengthened
by legislation enabling courts to award compensation for emotional distress. As noted
in Chapter 3, compensation for emotional distress, falling short of a recognised
psychiatric illness, is generally not available for breach of confidence. If a statutory
cause of action for serious invasion of privacy is not enacted, enabling courts to award
compensation for emotional distress in such cases would provide an important
mechanism for redress.

Surveillance

1.50 Chapter 14 concerns legislation regulating the use of surveillance devices.
Existing state and territory laws provide important protection of privacy and related
rights—such as freedom of speech—however there is significant inconsistency in the
law between jurisdictions. This inconsistency can make the laws less effective,
undermining privacy, and it can also be costly for businesses that operate nationally.
The ALRC considers that surveillance device laws should be the same throughout
Australia, and recommends that Commonwealth legislation be enacted to replace
existing state and territory laws.

1.51 Surveillance legislation should also be technology neutral, so that the law can
apply to new devices, such as unmanned aerial vehicles (drones), as well as to
surveillance technologies which are not ‘devices’ in the traditional sense, such as
software or networks of devices. The ALRC also questions the value of the existing
distinction built into the law between surveillance using a device and surveillance
using a communications network.*’

1.52 A ‘responsible journalism’ defence to surveillance laws is also recommended, to
protect journalists and media groups who make appropriate use of a surveillance device
for journalism in the public interest.

39 Law Reform Committee, Parliament of Victoria, Inquiry into Sexting (2013) 187-8.

40 The Senate Standing Committee on Legal and Constitutional Affairs is conducting a comprehensive
review of the Telecommunications (Interception and Access) Act 1979 (Cth). It is due to report in
August 2014.
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Harassment

1.53 Chapter 15 recommends that, if a statutory cause of action for serious invasion
of privacy is not enacted, state and territory governments should enact uniform
legislation providing for a statutory tort of harassment. A tort of harassment, based on
similar laws in other jurisdictions, would provide protection and redress for individuals
who experience some of the most serious invasions of privacy. The ALRC also
highlights some gaps in state, territory and Commonwealth criminal offences for
harassment.

Regulation

1.54 Chapter 16 considers limited reforms to the existing regulatory mechanisms for
protecting privacy. In particular, the ALRC recommends that the existing powers of the
Privacy Commissioner to investigate breaches of the Privacy Act 1988 (Cth) be
extended to allow investigations of complaints about serious invasions of privacy more
generally. This would provide a low-cost avenue for individuals to make complaints
about serious invasions of privacy. The ALRC also recommends that the
Commissioner be given the additional functions of amicus curiae or intervener in
relevant court proceedings.

The law reform process

1.55 The ALRC was given Terms of Reference in June 2013 and asked to report to
the Attorney-General by June 2014. These Terms of Reference set out and limit the
scope of the ALRC’s Inquiry.

1.56 The Report is the final stage in the process. The first stage included the release
of an Issues Paper,41 and the second stage was a Discussion Papelr.42

1.57 Many valuable submissions to both papers were received.”” The ALRC also
conducted a number of consultations with stakeholders and spoke at public and
industry forums and conferences. The ALRC met with media, telecommunications,
social media and marketing companies, among other organisations; many expert
academic commentators, specialist legal practitioners, and judges; public interest
groups; and government agencies, including the Office of the Australian Information
Commissioner, the Australian Communications and Media Authority, and the
Australian Human Rights Commission.* The ALRC hosted two roundtables of legal
experts, in Sydney and London.

1.58 In addition to the contribution of expertise by way of consultations and
submissions, specific expertise is also received by the ALRC from members of its
Advisory Committee and the appointment of part-time Commissioners.

41 Serious Invasions of Privacy in the Digital Era (ALRC IP 43, 2013).

42 Serious Invasions of Privacy in the Digital Era (ALRC DP 80, 2014). The Report, the Issues Paper and
the Discussion Paper may all be downloaded free of charge from the ALRC website: <www.alrc.gov.au>.
Hard copies may be obtained on request by contacting the ALRC on (02) 8238 6333.

43 Public submissions are also published on the ALRC website: <www.alrc.gov.au>.

44 A list of consultations is set out at the end of the Report.
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1.59 The role of the Advisory Committee is to advise on the coherence and structure
of the ALRC process and recommendations; it does not formulate reform
recommendations, and members are invited in their individual capacity. They are
explicitly asked not to act in any representative capacity.

1.60 The ALRC acknowledges the contribution made by all the part-time
Commissioners, Advisory Committee members and expert readers in this Inquiry and
expresses gratitude to them for voluntarily providing their time and expertise.*

1.61 The Report discharges the tasks given to the ALRC in the Terms of Reference:
to design a statutory cause of action for serious invasion of privacy, and to recommend
other ways the law might be reformed to deter and redress serious invasions of privacy.
The ALRC considers that the recommendations in the Report, if enacted, would fill an
increasingly conspicuous gap in Australian law. They would help protect the privacy of
Australians, while respecting and reinforcing other fundamental rights and values,
including freedom of expression.

45 The names of Commissioners and Advisory Committee members appears at the front of the Report.



Recommendations

4. A New Tort in a New Commonwealth Act

Recommendation 4-1 If a statutory cause of action for serious invasion of
privacy is to be enacted, it should be enacted by the Commonwealth, in a
Commonwealth Act (the Act).

Recommendation 42 The cause of action should be described in the Act as
an action in tort.

5. Two Types of Invasion

Recommendation 5-1 The Act should provide that the plaintiff must prove
that his or her privacy was invaded in one of the following ways:

(a) intrusion upon seclusion, such as by physically intruding into the plaintiff’s
private space or by watching, listening to or recording the plaintiff’s private
activities or private affairs; or

(b) misuse of private information, such as by collecting or disclosing private
information about the plaintiff.

Recommendation 5-2 The Act should provide that ‘private information’
includes untrue information, but only if the information would be private if it were
true.

6. Reasonable Expectation of Privacy

Recommendation 6-1 The new tort should be actionable only where a
person in the position of the plaintiff would have had a reasonable expectation of
privacy, in all of the circumstances.

Recommendation 6-2 The Act should provide that, in determining whether
a person in the position of the plaintiff would have had a reasonable expectation of
privacy in all of the circumstances, the court may consider, among other things:

(a)  the nature of the private information, including whether it relates to intimate or
family matters, health or medical matters, or financial matters;

(b)  the means used to obtain the private information or to intrude upon seclusion,
including the use of any device or technology;

(¢)  the place where the intrusion occurred, such as in the plaintiff’s home;

(d) the purpose of the misuse, disclosure or intrusion;
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(e) how the private information was held or communicated, such as in private
correspondence or a personal diary;

(f)  whether and to what extent the private information was already in the public
domain,;

(g) the relevant attributes of the plaintiff, including the plaintiff’s age, occupation
and cultural background; and

(h)  the conduct of the plaintiff, including whether the plaintiff invited publicity or
manifested a desire for privacy.

7. Fault

Recommendation 7-1 The new tort should be confined to intentional or
reckless invasions of privacy. It should not extend to negligent invasions of privacy,
and should not attract strict liability.

Recommendation 7-2 The Act should provide that an apology made by the
defendant does not constitute an admission of fault or liability and is not relevant to the
determination of fault or liability.

8. Seriousness and Proof of Damage

Recommendation 8-1 The Act should provide that a plaintiff has an action
under the new tort only where the invasion of privacy was ‘serious’, having regard,
among other things, to:

(a)  the degree of any offence, distress or harm to dignity that the invasion of privacy
was likely to cause to a person of ordinary sensibilities in the position of the
plaintiff; and

(b)  whether the defendant was motivated by malice or knew the invasion of privacy
was likely to offend, distress or harm the dignity of the plaintiff

Recommendation 8-2 The plaintiff should not be required to prove actual
damage to have an action under the new tort.

9. Balancing Privacy with Other Interests

Recommendation 9-1 The Act should provide that, for the plaintiff to have
a cause of action, the court must be satisfied that the public interest in privacy
outweighs any countervailing public interest. A separate public interest defence would
therefore be unnecessary.

Recommendation 9-2 The Act should include the following list of
countervailing public interest matters which a court may consider, along with any other
relevant public interest matter:

(a) freedom of expression, including political communication and artistic
expression;
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(b)  freedom of the media, particularly to responsibly investigate and report matters
of public concern and importance;

(c)  the proper administration of government;

(d)  open justice;

(e)  public health and safety;

(f)  national security; and

(g)  the prevention and detection of crime and fraud.

Recommendation 9-3 The Act should provide that the defendant has the
burden of adducing evidence that suggests there is a countervailing public interest for
the court to consider. The Act should also provide that the plaintiff has the legal onus
to satisfy the court that the public interest in privacy outweighs any countervailing
public interest that is raised in the proceedings.

10. Forums, Limitations and Other Matters

Recommendation 10-1 Federal, state and territory courts should have
jurisdiction to hear an action for serious invasion of privacy under the Act.
Consideration should also be given to giving jurisdiction to appropriate state and
territory tribunals.

Recommendation 102 The new tort should only be actionable by natural
persons.
Recommendation 10-3 A cause of action for serious invasion of privacy

should not survive for the benefit of the plaintiff’s estate or against the defendant’s
estate.

Recommendation 10—4 A person should not be able to bring an action under
the new tort after the earlier of:

(a)  one year from the date on which the plaintiff became aware of the invasion of
privacy; or

(b)  three years from the date on which the invasion of privacy occurred.

Recommendation 10-5 In exceptional circumstances, the court may extend
this limitation period, but the period should expire no later than six years from the date
on which the invasion occurred.

Recommendation 10—6 Consideration should be given to extending the
limitation period where the plaintiff was under 18 years of age when the invasion of
privacy occurred.

Recommendation 10-7 Consideration should be given to enacting a ‘first
publication rule’, also known as a ‘single publication rule’. This would limit the
circumstances in which a person may bring an action in relation to the publication of
private information, when that same private information had already been published in
the past.
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11. Defences and Exemptions

Recommendation 11-1 The Act should provide for a defence that the
defendant’s conduct was required or authorised by law.

Recommendation 11-2 The Act should provide a defence for conduct
incidental to the exercise of a lawful right of defence of persons or property, where that
conduct was proportionate, necessary and reasonable.

Recommendation 11-3 The Act should provide for a defence of necessity.
Recommendation 114 The Act should provide for a defence of consent.
Recommendation 11-5 The Act should provide for a defence of absolute
privilege.

Recommendation 11-6 The Act should provide for a defence of publication

of public documents.

Recommendation 11-7 The Act should provide for a defence of fair report of
proceedings of public concern.

Recommendation 11-8 The Act should provide for an exemption for children
and young persons.

12. Remedies and Costs

Recommendation 121 The Act should provide that courts may award
damages, including damages for emotional distress.

Recommendation 12-2 The Act should set out the following non-exhaustive
list of factors that a court may consider when determining the amount of damages:

(a)  whether the defendant had made an appropriate apology to the plaintiff;
(b)  whether the defendant had published a correction;

(c)  whether the plaintiff had already recovered compensation, or has agreed to
receive compensation in relation to the conduct of the defendant;

(d)  whether either party took reasonable steps to settle the dispute without litigation;
and

(e)  whether the defendant’s unreasonable conduct following the invasion of privacy,
including during the proceedings, had subjected the plaintiff to particular or
additional embarrassment, harm, distress or humiliation.

Recommendation 12-3 The Act should provide that the court may not award
a separate sum as aggravated damages.

Recommendation 12—4 The Act should provide that a court may award
exemplary damages in exceptional circumstances.
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Recommendation 12-5 The Act should provide for a cap on damages. The
cap should apply to the sum of both damages for non-economic loss and any
exemplary damages. This cap should not exceed the cap on damages for non-economic
loss in defamation.

Recommendation 12—6 The Act should provide that a court may award an
account of profits.

Recommendation 12—7 The Act should provide that the court may at any
stage of proceedings grant an interlocutory or other injunction to restrain the threatened
or apprehended invasion of privacy, where it appears to the court to be just or
convenient and on such terms as the court thinks fit.

Recommendation 12—8 The Act should provide that, when considering
whether to grant injunctive relief before trial to restrain publication of private
information, a court must have particular regard to freedom of expression and any
other matters of public interest.

Recommendation 12-9 The Act should provide that courts may order the
delivery up and destruction or removal of material.

Recommendation 12—10 The Act should provide that courts may, where false
private information has been published, order the publication of a correction.
Recommendation 12-11 The Act should provide that courts may order the
defendant to apologise.

Recommendation 12—-12 The Act should provide that courts may make a
declaration.

13. Breach of Confidence Actions for Misuse of Private
Information

Recommendation 13-1 If a statutory cause of action for serious invasion of
privacy is not enacted, appropriate federal, state, and territory legislation should be
amended to provide that, in an action for breach of confidence that concerns a serious
invasion of privacy by the misuse, publication or disclosure of private information, the
court may award compensation for the plaintiff’s emotional distress.

14. Surveillance Devices

Recommendation 14-1 The Commonwealth Government should enact
surveillance legislation to replace existing state and territory surveillance device laws.

Recommendation 142 Surveillance legislation should be technology neutral.
It should regulate surveillance through the use of listening devices, optical devices,
tracking devices, data surveillance devices, and other devices and systems.

Recommendation 143 The Commonwealth Government should consider
consolidating telecommunications surveillance laws with the new Commonwealth
surveillance legislation.
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Recommendation 14—4 Surveillance legislation should not contain a defence
or exception for participant monitoring.

Recommendation 14-5 Surveillance legislation should provide a defence for
responsible journalism relating to matters of public concern and importance.
Recommendation 14—6 Workplace surveillance laws should be made uniform
throughout Australia.

Recommendation 14—7 Surveillance legislation should provide that a court

may order remedial relief, including compensation, for a person subjected to unlawful
surveillance.

Recommendation 14—8 State and territory governments should give
jurisdiction to appropriate courts and tribunals to hear complaints about the installation
and use of surveillance devices that can monitor neighbours on residential property.

15. Harassment

Recommendation 15-1 If a statutory cause of action for serious invasion of
privacy is not enacted, state and territory governments should enact uniform legislation
creating a tort of harassment.

16. New Regulatory Mechanisms

Recommendation 16—1 The Commonwealth Government should consider
extending the Privacy Commissioner’s powers so that the Commissioner may
investigate complaints about serious invasions of privacy and make appropriate
declarations. Such declarations would require referral to a court for enforcement.

Recommendation 162 The following functions should be conferred on the
Privacy Commissioner:

(a) to assist a court as amicus curiae, where the Commissioner considers it
appropriate, and with the leave of the court; and

(b) to intervene in court proceedings, where the Commissioner considers it
appropriate, and with the leave of the court.
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