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The Executive Director

Australian Law Reform Commission
GPO Box 3708

Sydney NSW 2001

Email: privacy@alrc.gov.au

11 November 2013

Dear sirs

Re: Submission to the Australian Law Reform Commission’s (ALRC) Issues Paper:
“Serious invasions of Privacy in the Digital Era”

Please see annexed submission to the ALRC, from Blueprint for Free Speech.

For any queries in relation to this submission, or any other matter, please do not hesitate to contact
me.

Yours/faijthfully

~

Simon Wolfe

Head of Research

E: simon@blueprintforfreespeech.net

Blueprint For Free Speech
PO Box 187, Fitzroy VIC Australia 3065
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Submission to the Australian Law Reform Commission’s (ALRC) Issues Paper: “Serious
invasions of Privacy in the Digital Era (Issues Paper)”

11 November 2013

We wish to first thank the ALRC for allowing our submission and enabling us to contribute to this

important discussion.
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b) data sovereignty with respect to the borderless world of cloud computing raises serious and
timely issues around individual privacy;

(c) safeguards around ‘de-identification’ of data are often not enough, and further expert study
of the impact of this ‘de-identification’ process should be conducted;

blishing a cause of action for serious invasions of privacy is a positive step, but it does

t necessarily compensate for serious breaches of privacy enabled by other legislation.

Individual privacy in conjunction with institutional transparency

When considering the development of any privacy legislation, the concept guiding that process
should always be that a natural person’s privacy should be protected at all times, and that this
should be contrasted from an organisation or institution who should at all times be forced to act
transparently and openly.

It follows, therefore, that rights attributed to an individual in respect of privacy should not apply to
organisations — they should not be granted the same inalienable right. Additionally, a natural person
cannot be expected to have the same level of transparency with their own personal financial
information in the same way that a company would have to report its own financial dealings.
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The importance of this point is that discussion of the above should not be conflated — that at all
times policy makers should be mindful of these two separate, but equally important goals. In fact, if
each is properly supported then they will have a symbiotic effect on the other — a strengthening of
one will consequently strengthen the other.

3 Importance of data sovereignty

sovereignty Is the concept that a person should have control over their personal data — control 10
distribute, edit, delete or otherwise deal with their data, free from interference from others. The
borderless world of cloud computing raises serious and timely issues around individual privacy as it
potentiall§ threatens individual’s data sovereignty. Consider, for exar‘e, an individual's_private
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to provide awareness-building of these data sovereignty risks, or else which does it themselves.
Without such an organisation, it is very confusing for individuals or small businesses that want to
protect the integrity and privacy of their data in the face of data sovereignty risks.
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storage of private records, it is often argued that privacy is protected by the removal of key
a such as names, and replacing this with an identification number or otherwise masking the
identity of the person behind the data. This process is called ‘de-identification’. However,
safeguards around ‘de-identification’ of data are often not enough, and further expert study of the
impact of this ‘de-identification’ process should be conducted. Standards about de-identification of
individual's information and expert analyst's opinion should be sought on how ‘de-identification’
might affect the privacy of an individual. Recommended minimum standards of what information
must be removed to ensure de-identified data cannot be reassembled should be developed and
published for agencies and enterprises alike.
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By way of illustration, there is some of the data about a person that would appear not to identify the
person (such as post code, gender or date of birth), yet it is possible with high accuracy accuracy to
identify the person about whom the data relates despite not having a first or last name. For
example, an organisation may remove someone's name from their record, however just having their
date of birth, gender and postcode may be enough to identify them anyway. Therefore, it's not true
de-identification.

be de-identified and exactly how it should be de-identified to prevent the reassembly of the identity.
If this cannot be done, then people are not often given true privacy, and consequently this may have
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assessment — how other legislation impacts on a son’s privacy, data sovereignty or otherwise.
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potential of forcing someone to incriminate themselves in the commission of another, unrelated
offence after the decryption of a document or by divulging a password. The potential impact cannot
be known, and a proper assessment of how legislative provisions elsewhere would assist in the
proper analysis of serious invasions of privacy.

Serious invasions of privacy should be avoided, and all tools that enable such invasions to be
provided should be strengthened. However, it should be remembered that the creation of a civil
cause of action for a serious invasion of privacy is not a silver bullet. A more holistic approach is
needed that warns off the creep of legislation potentially damaging an individual’s right to privacy.
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