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Introduction

52.1 The Privacy Amendment Act 1990 (Cth), which commenced operation in
September 1991, extended the coverage of the Privacy Act to consumer credit
reporting. The credit reporting provisions of the Privacy Act 1988 (Cth) are contained
in Part I11A and associated provisions (the credit reporting provisions).*

52.2 The credit reporting provisions regulate the collection, use and disclosure of
personal information concerning credit that is intended to be used wholly or primarily
for domestic, family or household purposes.? Commercial credit information is only
incidentally regulated by the Act, for example, where it is used to assess an application
for consumer credit.®

52.3 In Part G, the ALRC examines the credit reporting provisions and makes
recommendations for reform. This chapter introduces the topic by describing the role
of credit reporting, the background to the national regulation of credit reporting
through the Privacy Act, and the legidative history of the credit reporting provisions.

1 The major associated provisions include definitions and interpretation provisions: Privacy Act 1988 (Cth)
ss6, 11A, 11B; and provisions dealing with the Credit Reporting Code of Conduct: ss 18A, 18B.
2 See the definitions of ‘commercial credit’ and ‘credit’: Ibid s6(1).

3 lbid s 18L(4).
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52.4 In Chapter 53, the ALRC provides a summary of the content of the credit
reporting provisions, the responsibilities and powers of the Office of the Privacy
Commissioner (OPC) with regard to credit reporting,* and the remedies and penalties
available in the event of non-compliance with the credit reporting provisions.”

52.5 In Chapter 54, the ALRC introduces its approach to reform of the credit
reporting provisions. The ALRC recommends that the credit reporting provisions be
repealed and credit reporting regulated under the general provisions of the Privacy Act,
the model Unified Privacy Principles (UPPs),? and regulations under the Privacy Act—
referred to in this Report as the new Privacy (Credit Reporting Information)
Regulations—which impose obligations on credit reporting agencies and credit
providers with respect to the handling of credit reporting information. The ALRC also
makes a range of other recommendations concerning the general approach to the
drafting and application of the regulations. Finaly, it recommends that a credit
reporting code providing detailed guidance within the framework provided by the Act
and regulations be developed by credit reporting agencies and credit providers, in
consultation with consumer groups and regulators, including the OPC.

52.6 In Chapter 55, the ALRC considers extending the current system of credit
reporting to permit a broader spectrum of personal information to be collected and
disclosed—referred to in this Report as ‘more comprehensive' credit reporting. The
ALRC examines the arguments for and against more comprehensive credit reporting,
with particular reference to comments received in submissions and consultations, and
information derived from empirical research into the possible effects of more
comprehensive credit reporting on credit markets and the economy. The ALRC
recommends an extension in the categories of persona information that may be
collected for credit reporting purposes—including to repayment performance history
information subject to there being an adequate framework imposing responsible
lending obligations in Commonwealth, state and territory legislation.

52.7 The collection of credit reporting information, the permitted content of credit
reporting information and notification of collection are discussed in Chapter 56. The
ALRC makes a range of recommendations in relation to, among other things,
regulating the collection of information about small overdue payments, dishonoured
cheques, personal insolvency, serious credit infringements and debts of children and
young people. The ALRC also recommends new notification requirements.

52.8 Issues concerning the use and disclosure of credit reporting information are
discussed in Chapter 57. The ALRC makes a range of recommendations concerning
the relationship between the ‘Use and Disclosure’ principle in the model UPPs and the
new Privacy (Credit Reporting Information) Regulations, and the regulation of the use

4 The powers and responsibilities of the OPC generally are discussed in Part F.
5 The remedies and penalties available under the Act generally are discussed in Part F.
6 Asdiscussed in Part D.
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and disclosure of credit reporting information in specific contexts. These contexts
include mortgage and trade insurance, debt collection, direct marketing and identity
verification.

52.9 In Chapter 58, the ALRC discusses the quality and security of credit reporting
information. The ALRC makes a range of recommendations in relation to regulating
the reporting of statute-barred debts, overdue payments, and schemes of arrangement,
and to improving data quality generally. The deletion of credit reporting information
after maximum permitted periods of retention and data security are also discussed.

52.10 Individual rights of access to, and correction of, credit reporting information are
discussed in Chapter 59. How these matters should be dealt with under the model UPPs
and new Privacy (Credit Reporting Information) Regulations are set out in the
recommendations. The ALRC examines complaint handling in credit reporting
disputes by the OPC and other complaint-handling mechanisms, and penalties for
breach of the regulations. Importantly, the ALRC recommends that the new Privacy
(Credit Reporting Information) Regulations should provide that credit providers only
may list overdue payment or repayment performance history where the credit provider
isamember of an externa dispute resolution scheme recognised by the OPC.

What is credit reporting?

52.11 Credit reporting involves providing information about an individua’s credit
worthiness to banks, finance companies and other credit providers, such as retail
businesses that issue credit cards or alow individuals to have goods or services on
credit. Credit reporting is generally conducted by specialised credit reporting agencies
that collect and disclose information about potential borrowers, usually in order to
assist credit providers to assess applications for credit.

52.12 Credit reporting agencies collect information about individuals from credit
providers and publicly available information (such as bankruptcy information obtained
from the Insolvency and Trustee Service Australia—a federal government agency).
This information is stored in central databases for use in generating credit reporting
information for credit providers. In assessing credit applications, this information
augments information obtained directly from an individual’s application form and the
credit provider’s own records of past transactions involving the individual.

52.13 Credit reporting agencies also provide information processing services that
assist credit providers to assess credit applications. One agency, Veda Advantage,
stated that:

Statisticadl modelling of individuals behaviour over significant timeframes has
enabled Veda Advantage to provide its customer base with the credit file
characteristics which are dtatistically relevant to the probability of default.
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Customisation of these credit file and behavioural characteristics by each subscriber is
based on the particular risk model, portfolio and competitive positioning.”

52.14 The information contained in credit reporting databases may be used in credit
scoring systems. Credit scoring may be described as the use of ‘mathematical
algorithms or statistical programmes that determine the probable repayments of debts
by consumers, thus assigning a score to an individual based on the information
processed from a number of data sources' .2 In Australia, credit scoring systems used by
individual credit providers are often referred to as ‘ scorecards'.

52.15 As Professor Daniel Solove explains, credit reporting is an understandable
response to a modern, interconnected world containing ‘billions of people’ and where
‘word-of-mouth isinsufficient to assess reputation’. He goes on to state:

Credit reporting allows creditors to assess people’s financia reputations in a world
where first-hand experience of the financial condition and trustworthiness of
individuals is often lacking.’

52.16 The role of a credit reporting agency is to provide rapid access to accurate and
reliable standardised information on potentia borrowers. Such information enables
credit providers to manage the risks of lending and to guard against identity fraud.
Economic theorists note that:

Credit reporting addresses a fundamental problem of credit markets. asymmetrical
informzalﬁoi on between borrowers and lenders that |eads to adverse selection and moral
hazard.

52.17 Information asymmetry refers to the fact that, because a credit provider often
cannot know the full extent of an applicant individual’s credit history, the individual
has more information about his or her credit risk than the credit provider. Adverse
selection arises where a credit provider, operating in response to information
asymmetry, prices credit based on the average credit risk of individuals. This creates
an incentive for high risk applicants to apply (the price is low to them) and low risk
applicantsto reject credit (it is overpriced for them).

The result is adverse selection because the client group the credit provider ends up
with is a higher risk than the credit provider priced for. Better information alows
credit providers to more accurately measure borrower risk and set loan terms
accordingly, which is why credit providers maintain their own databases of
information on a consumer but also seek out information shared by other credit
providers and supplied to them by a credit reporting agency.**

7 Veda Advantage, Submission PR 272, 29 March 2007.

8 F Ferretti, ‘ Re-thinking the Regulatory Environment of Credit Reporting: Could Legislation Stem Privacy
and Discrimination Concerns’ (2006) 14 Journal of Financial Regulation and Compliance 254, 261.

9 D Solove, ‘A Taxonomy of Privacy’ (2006) 154(3) University of Pennsylvania Law Review 477, 507—
508.

10 M Miller, ‘Introduction’ in M Miller (ed) Credit Reporting Systems and the International Economy
(2003) 1, 1.

11 Consumer Affairs Victoria, The Report of the Consumer Credit Review (2006), 247.
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52.18 Information asymmetry also creates a moral hazard. A credit applicant may
obtain credit fraudulently by failing to disclose his or her credit history. Credit
reporting reduces such moral hazard because non-payment to one credit provider can
inform the actions of other credit providers.™

52.19 While the major purpose of credit reporting is to provide information to assist
credit providers to assess applications for credit, credit reporting also may be seen as
serving the associated purpose of facilitating responsible lending. That is, the
information provided by credit reporting to credit providers may help to prevent
individuals becoming financialy overcommitted. Credit reporting also assists in trade
and mortgage insurance, and in debt collection.

Credit reporting agencies

52.20 At present, there are three main credit reporting agencies operating in the
Australian market. These are—in order of market share—Veda Advantage, Dun and
Bradstreet and the Tasmanian Collection Service.

52.21 The major consumer credit reporting agency is Veda Advantage (previousy
named Baycorp Advantage), which states that it maintains credit worthiness related
data on more than 11 million individuals in Australia and New Zealand.™® It has over
5,000 subscribers from a wide range of industries, including banking, finance
telecommunications, retail, utilities, trade credit, government, credit unions and
mortgage lenders.**

52.22 Veda Advantage's Australian credit reporting business commenced in 1968 as
the Credit Reference Association of Australia (CRAA), which was established by the
finance industry.”® As discussed below, the CRAA played a central role in
de\/?leopments leading to the enactment of the credit reporting provisions of the Privacy
Act.

12 M Miller, ‘Introduction’ in M Miller (ed) Credit Reporting Systems and the International Economy
(2003) 1, 1.

13 Veda Advantage, Frequently Asked Questions—Who is Veda Advantage? (2007) <www.mycreditfile.
com.au> at 11April 2008.

14 Veda Advantage, Submission PR 163, 31 January 2007.

15 Veda Advantage, Frequently Asked Questions—Who is Veda Advantage? (2007) <www.mycreditfile.
com.au> at 11April 2008.

16 The following background to the enactment of the Privacy Act credit reporting provisions is drawn
primarily from an article prepared by Roger Clarke, then chair of the Economic, Legal and Socia
Implications Committee of the Australian Computer Society: R Clarke, Consumer Credit Reporting and
Information Privacy Regulation (1989) Australian Computer Society; and from annual reports of the New
South Wales Privacy Committee: New South Waes Government Privacy Committee, Annual Report
1984 (1984); New South Wales Government Privacy Committee, Annual Report (1989).
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Background to national regulation

52.23 Thereis an aimost universal view that the practice of credit reporting should be
regulated. There are many reasons for this. One is that it vindicates an individual’'s
right to privacy—as Professor Solove putsit, ‘[p]eople expect certain limits on what is
known about them and on what others will find out’.” Another justification is that a
credit report, which contains aggregated personal information, can be used to make
decisions that ‘profoundly affect a person’s life’.*® As such, there is special urgency in
ensuring that such information is accurate and not misused.

State legislation

52.24 Thefirst Australian legislation regulating aspects of credit reporting was enacted
in 1971. In Queensland, Part Il Division | of the Invasion of Privacy Act 1971 (Qld)
established a licensing scheme for credit reporting agents. The Act included statutory
provisions dealing with the:

) permitted purposes of credit reports,

) information to be furnished to consumers and credit reporting agencies when
credit is refused on the basis of a credit report;

o information to be disclosed by credit reporting agencies on request by
consumers; and

o obligations on credit reporting agencies to investigate and correct inaccurate
information and delete old information.™

52.25 The Invasion of Privacy Act contained offences in relation to: obtaining
information falsely from a credit reporting agency; unauthorised disclosure of credit
reporting information; supplying false credit reporting information; and demanding
payment by making threats in relation to credit-related information®® The credit
reporting provisions of the Act were repealed in 2002.%

52.26 In 1975, South Australia enacted the Fair Credit Reports Act 1975 (SA), which
provided individuals with rights of access to, and correction of, information in
consumer reports; required credit reporting agencies to adopt procedures to ensure the
accuracy and fairness of consumer reports; and required traders to inform individuals
of their use of adverse information in such reports.” The Act was repealed in 1987.%

17 D Solove, ‘A Taxonomy of Privacy’ (2006) 154(3) University of Pennsylvania Law Review 477, 508.
18 Ibid, 508.

19 Invasion of Privacy Act 1971 (QId) ss 16, 17, 18, 24.

20 Ibid ss 19, 20, 21, 22, 25.

21 Tourism, Racing and Fair Trading (Miscellaneous Provisions) Act 2002 (Qld) s 45.

22 Fair Credit Reports Act 1975 (SA) pt I1.

23 Statutes Amendment (Fair Trading) Act 1987 (SA) s 16.
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52.27 In Victoria, the Credit Reporting Act 1978 (Vic) provides consumers with rights
of access to copies of files held in relation to them by a credit reporting agency and
provides a mechanism to dispute details and request the amendment of incorrect
information. Credit reporting regulations were made in 1978 to prescribe procedures
and time limitations to be followed by consumers seeking to amend personal credit
reports held by credit agents.?* The Victorian Consumer Credit Review noted that:

With the commencement of the [federal] Privacy Act, however, it appears that the
continuing relevance of the Victorian Act declined because the Privacy Act was
binding on the industry and more comprehensive for consumers.®

52.28 Australia's first privacy regulator, the New South Wales Privacy Committee,
identified credit reporting as an important privacy issue.? In 1976, concerns about the
privacy of credit reporting information led the Privacy Committee and the CRAA to
enter a so-caled ‘Voluntary Agreement’ under which the CRAA would provide
individuals with access to the information it held about them.”

52.29 Despite the Voluntary Agreement, few incentives existed to encourage CRAA’s
credit provider subscribers to comply with the Voluntary Agreement, notify individuals
about adverse reports and rights of access, or to ensure that information they provided
to the CRAA was accurate and complete.”® Some observers expressed serious doubts
about the willingness and ability of the CRAA to discipline its member credit
providers.

Few clients appear to have ever been suspended, had their memberships cancelled, or
had specific employees suspended, for breach of CRAA rules. In 1985, when the
Secretary of a Hibernian Credit Union was found to have made an enquiry for
purposes other than credit granting (and in the process invented an application for a
$50,000 mortgage loan), CRAA failed to discipline either its client or the client’s
employee (NSW Privacy Committee Annual Report, 1985, 92-98). Even a Report to
Parliament, the NSW Privacy Committee's ultimate sanction, had no effect.?

52.30 During 1983, the New South Wales Privacy Committee reviewed its experience
with the Voluntary Agreement and concluded that self-regulation of the credit
reporting industry was ineffective. The Committee made proposals that it hoped would
be the basis of fair credit reporting legidation or a code of practice under consumer

24 Consumer Affairs Victoria, The Report of the Consumer Credit Review (2006), 266.

25 Ibid, 266.

26 Established under the Privacy Committee Act 1975 (NSW).

27 R Clarke, Consumer Credit Reporting and Information Privacy Regulation (1989) Australian Computer
Society, 4.

28 Ibid, 4-5.

29 Ibid, 5.
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protection legislation.*® The Committee stated that this position was in line with its
view that the ‘time is now ripe for information privacy legislation’.**

52.31 In 1989, one commentator on privacy issues stated:

Judging by the last decade’s complaints and enquiries to the country’s only long-
standing privacy ‘watchdog’, the NSW Privacy Committee, the public regards
consumer credit reporting as the largest single information privacy issue.*

New regulatory momentum

52.32 The momentum for regulation of credit reporting intensified in the late 1980s. In
large part this was in response to proposals by the CRAA to implement a new system
of credit reporting. This system was referred to by the CRAA as the Payment
Performance System (PPS) and was described by the CRAA and others as a form of
‘positive’ reporting.®

52.33 In the 1980s, credit reporting in Australia did not involve the collection or
disclosure in credit reports of so-caled ‘positive’ information about an individual’s
credit position. Apart from publicly available information about bankruptcies and court
judgments, credit information was restricted to default reports made by CRAA
members—that is, ‘ negative’ information.

52.34 During the latter part of 1988, CRAA publicised an intention to augment its
collection of credit reporting information by including information about individuals
current credit commitments. The nature of the proposal was summarised by Clarke as
follows:

Under PPS, credit providers would supply CRAA with tapes containing their
customers' credit accounts. This data would be merged with previously recorded data
every 30 to 60 days. Reports would then contain a complete listing of all known credit
accounts, balances owing (at some recent point in time), and the consumer’s payment
performance on every account during the previous 24 payment periods ... Payments
120 days or more overdue would result in a default report being generated
automatically.®*

52.35 The CRAA's proposals intensified concern about its operations. In 1989, the
New South Wales Privacy Committee concluded that the CRAA proposals represented
a ‘new and significant threat to privacy’ and again recommended regulation of credit
reporting.® In April 1989, CRAA announced that it would postpone the introduction of

30 New South Wales Government Privacy Committee, Annual Report 1984 (1984), 30.

31 Ibid, 31.

32 R Clarke, Consumer Credit Reporting and Information Privacy Regulation (1989) Australian Computer
Society, 2.

33 As discussed in Chb55, the ALRC is of the view that such systems are better described as
‘comprehensive’ or ‘more comprehensive’ credit reporting.

34 R Clarke, Consumer Credit Reporting and Information Privacy Regulation (1989) Australian Computer
Society, 6.

35 New South Wales Government Privacy Committee, Annual Report (1989), 23.
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the PPS until January 1990, at the request of the Commonwealth Minister for
Consumer Affairs, the Hon Senator Nick Bolkus.

52.36 On 19 April 1989, a ‘Summit’ was sponsored by the Australian Privacy
Foundation. The meeting was attended by federal parliamentarians, CRAA
representatives, state government agencies, credit providers, consumer and civil
liberties groups and the Australian Computer Society.® At the conclusion of the
Summit, the Minister for Consumer Affairs announced that the Australian Government
intended to extend the Privacy Act to cover consumer credit reporting. Credit reporting
would therefore become subject to national legislation for the first time.

Legislative history

52.37 As enacted, the Privacy Act had limited application to the private sector. The
Act set out the Information Privacy Principles (IPPs), which regulated the collection,
handling and use of personal information by Commonwealth public sector agencies.®’
The Act also provided guidelines for the collection, handling and use of individual tax
file number information in both the public and private sectors following enhancements
in the use of this unique identifier in 1988.%

Privacy Amendment Bill 1989

52.38 The Privacy Amendment Bill 1989 (Cth) was introduced on behaf of the
Minister for Consumer Affairs on 16 June 1989. The Second Reading Speech stated
that:

The Privacy Amendment Bill 1989 is the next step in the Government’s program to
introduce comprehensive privacy protection for the Australian community. The
principal purpose of this Bill is to provide privacy protection for individuas in
relation to their consumer credit records.®

52.39 The Bill was intended to regulate the collection, use and disclosure of personal
credit information by credit providers and credit reporting agencies. A central concern
was that it was considered that there were ‘inadequate controls on consumer credit
reporting agencies to prevent them from using their databases for non consumer credit
purposes’ .

36 R Clarke, Consumer Credit Reporting and Information Privacy Regulation (1989) Australian Computer
Society, 6.

37 Since 1994, the IPPs also cover ACT public sector agencies: Australian Capital Territory Government
Service (Consequential Provisions) Act 1994 (Cth).

38 Taxation Laws Amendment (Tax File Numbers) Act 1988 (Cth).

39 Commonwealth, Parliamentary Debates, Senate, 16 June 1989, 4216 (G Richardson).

40 Ibid.
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52.40 The provisions would be supported by a code of conduct applying to
information held in, or disseminated from, a central database and to the transfer of
information between industry participants.** The Bill also provided individuals with an
enforceable right of access to, and correction of, their credit records.

52.41 Significantly, the Bill restricted the categories of information that credit
reporting agencies were permitted to include in individuals' credit information files.
Essentially, credit reporting agencies were limited to collecting the kinds of
information that they already held—that is, ‘negative’ information.*

52.42 The Second Reading Speech highlighted public concern about the privacy
implications of a more comprehensive form of credit reporting. It was said that ‘the
credit reporting agency would effectively become a centra clearing house of
information about the current financial commitments of al Australians .

Positive reporting would constitute a major change in the level of information
collected on individuals. While the notion of information collected in a centralised
agency is not new, the collection of personal information on individuals spending
habits is—credit and spending profiles of individuals would have been built up
through all their credit transactions.”®

52.43 The Australian Government did not consider that there was ‘any proven
substantial benefit from positive reporting proposals’. In view of such strong privacy
concerns, it concluded that any such expansion was ‘impossible to condone’ .

Senate deliberations

52.44 The Privacy Amendment Bill 1989 was the subject of intense debate in the
Senate. During the passage of the Bill, some 120 amendments from the Government,
the Opposition and the Australian Democrats were proposed.*

52.45 On 2 November 1989, the Minister for Consumer Affairs tabled amendments to
the Bill as introduced. These amendments were the result of consultations with the
credit reporting industry and consumer and privacy groups and were said to clarify
aspects of the regulatory scheme.*

41 Ibid.

42 The permitted content of credit information filesis discussed in Chs 51-52.

43 Commonwealth, Parliamentary Debates, Senate, 16 June 1989, 4216 (G Richardson).

a4 Ibid.

45 Commonwealth, Parliamentary Debates, Senate, 12 November 1990, 3939 (M Tate—Minister for Justice
and Consumer Affairs).

46 Commonweslth, Parliamentary Debates, Senate, 2 November 1989, 2788 (N Bolkus—Minister for
Consumer Affairs).
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52.46 Specifically, the amendments were intended to:

o widen the classes of businesses that would be able to access a credit reporting
agency;
) enable credit information to be used to assist credit providers in combating

serious credit infringements and in collecting debts; and

o allow commercial and consumer credit rqports to be cross-referenced by credit
providers when making lending decisions.”’

52.47 Following the return of the Hawke Government in March 1990, the Privacy
Amendment Bill 1989 was restored to the Senate Notice Paper on 31 May. On 23
August 1990, the Bill was referred to the Senate Standing Committee on Legal and
Constitutional Affairs (the Senate Standing Committee) for inquiry and report.

52.48 The Senate Standing Committee report, recommending 64 amendments to the
Bill, was presented to the Senate on 22 October 1990.% In debate on 12 November, the
Goverqgwent moved 23 modifications to the amendments as recommended in the
report.

52.49 The Bill received a third reading, before passing with the support of the
Democrats and the independent Senator Brian Harradine. The Bill was returned from
the House of Representatives without amendment on 6 December 1990.

Privacy Amendment Act 1990

52.50 The Privacy Amendment Act 1990 (Cth) received Royal Assent on 24 December
1990. The Privacy Amendment Bill 1989 had been described by the CRAA as
containing ‘the most restrictive credit reference laws in the Western world'. Professor
Graham Greenleaf observed that:

The credit industry launched a concerted campaign against the Bill, and obtained
numerous amendments, but the 1989 Bill remained substantially intact when
enacted.®

52.51 Heralding the enactment of the legidation, Greenleaf noted that the credit
reporting industry, in attempting to expand its activities into more comprehensive
reporting, had ‘provoked a degree of legislative control which it had avoided in the

47 Ibid. See also, Supplementary Explanatory Memorandum, Privacy Amendment Bill 1989 (Cth).

48 Parliament of Australia—Senate Standing Committee on Legal and Constitutional Affairs, The Privacy
Amendment Bill 1989 [1990] (1990).

49 Commonwealth, Parliamentary Debates, Senate, 12 November 1990, 3927 (B Cooney).

50 G Greenleaf, ‘' The Most Restrictive Credit Reference Laws in the Western World? (1992) 66 Australian
Law Journal 672, 672.
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past’.>! The legislation not only limited further expansion of credit reporting but was
seen as ‘rolling back the clock’ by restricting certain existing practices, such as the
provision of credit reports to real estate agents to check prospective tenants and
mercantile agents to search for debtors’ addresses.*

It is rare for privacy legidation in any country to attempt such a retrospective repeal
of the extension of data surveillance ... This is the major achievement of the
legislation: as a matter of public policy, it rejects the development of a multi-purpose
reporti%g system as an unacceptable invasion of privacy—at least in the private
Ssector.

52.52 In order to alow the credit reporting industry time to comply with the new
regulatory scheme, and to permit the Privacy Commissioner to issue a credit reporting
code of conduct,® the Act did not commence operation until 24 September 1991.
Before that date, transitional provisions were enacted,> deferring the commencement
of the credit reporting provisions and the obligation to comply with the Credit
Reporting Code of Conduct until 25 February 1992.%

Credit Reporting Code of Conduct

52.53 On 11 September 1991, the Privacy Commissioner issued the Credit Reporting
Code of Conduct under s 18A of the Privacy Act. As required by the Act, the Privacy
Commissioner consulted with government, commercial, consumer and other relevant
bodies and organisations during the development of the Code. The Code became fully
operational in February 1992 and was amended in 1995. Since then, amendments to the
Credit Reporting Code of Conduct and explanatory notes have been made periodically,
including to take into account changes made to the credit reporting provisions of the
Privacy Act.”’

Subsequent amendments

52.54 Amendments were made to the credit reporting provisions even before the
Privacy Amendment Act 1990 commenced operation. The Law and Justice Legislation
Amendment Act 1991 (Cth)> made amendments, among other things, to:

) clarify the definition of *credit reporting business';

o provide that agents of credit providers can be treated as credit providers,

51 Ibid, 672.
52 Ibid, 674.
53 Ibid, 674.

54 Asrequired by Privacy Act 1988 (Cth) s 18A(1).

55 Law and Justice Legislation Amendment Act 1991 (Cth) s 21.

56 Unless an act or practice breached Privacy Act 1988 (Cth) ss 18H-18J concerning individuals access to
credit information files and credit reports, and the obligations of credit reporting agencies and credit
providersto alter files and reports to ensure accuracy.

57 See Office of the Federal Privacy Commissioner, Credit Reporting Code of Conduct (1991), 2.

58 Law and Justice Legislation Amendment Act 1991 (Cth) pt 3, ss 10-20.
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) permit individuals to authorise other persons to have access to their credit
information file or credit report;

) ensure that credit providers can consider telephone applications for credit;

) permit information to be used for internal management purposes by credit
providers;

o provide for noticesin the case of joint applications for credit; and

o permit disclosure of personal information by credit providers to guarantors,

mortgage insurers, dispute resolution bodies, in credit card and EFTPOS
transactions and mortgage securitisation.

52.55 Since the commencement of the Privacy Amendment Act 1990, there have been
a series of amendments to the credit reporting provisions. The first set of amendments
was contained in the Law and Justice Legislation Amendment Act (No 4) 1992 (Cth)
and related to securitisation, then arelatively new development in the financia sector.
Securitisation refers to a complex method of financing loans under which, for example,
a mortgage financed ostensibly by a credit provider, such as a credit union or building
society, ultimately may be financed under mortgage securitisation using funds invested
by investors in a trust.® Although the credit reporting provisions of the Privacy Act
aready made some provision for securitisation, it was necessary to substitute these
provisions with more comprehensive ones given the complexity of the industry.®

52.56 The Law and Justice Legislation Amendment Act 1993 (Cth) amended
provisions governing disclosure of credit information by credit providers to state and
territory authorities that administer mortgage assistance schemes to facilitate the giving
of mortgage credit to individuals.

52.57 The Law and Justice Legislation Amendment Act 1997 (Cth) amended the credit
reporting provisions to:

o insert a definition of the term ‘ guarantee’;

) give the Privacy Commissioner the power to determine that a federal agency isa
credit provider; and

o allow an overdue payment under a guarantee to be listed on the guarantor’'s
credit information file.

59 Explanatory Memorandum, Law and Justice Legislation Amendment Bill (No 4) 1992 (Cth).
60 Ibid.
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52.58 The Financial Sector Reform (Amendments and Transitional Provisions)
Act (No 1) 1999 (Cth) changed the definition of credit provider in s 11B by repealing
s11B(1)(b)(i) and (ii), which referred to building societies and credit unions
respectively.

52.59 The Law and Justice Legislation Amendment (Application of Criminal Code)
Act 2001 (Cth) amended various offence provisions under Part I11A to require an
intention to breach certain provisions of Part II1A, as distinct fromreckless or
misleading behaviour.

52.60 Finally, amendments providing for non-disclosure of reports made to certain law
enforcement agencies under s 18K(5) were made by the National Crime Authority
Legislation Amendment Act 2001 (Cth), Australian Crime Commission Establishment
2002 (Cth) and Law Enforcement Integrity Commissioner (Consequential
Amendments) Act 2006 (Cth).
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53.1 This chapter provides an overview of the credit reporting provisions of the
Privacy Act 1988 (Cth). Part1llA of the Privacy Act contains the substantive
provisions that regulate credit reporting. Some provisions dealing with the scope and
application of the credit reporting provisions are located elsewhere in the Act. In
addition, the Act empowers the Privacy Commissioner to issue a hinding Code of
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Conduct.! A Credit Reporting Code of Conduct came into effect on 24 September
1991.

53.2 The chapter first considers the people and information covered by the credit
reporting provisions. How persona information may be used and disclosed in the
credit reporting process, and how the Act provides for rights of access and correction
for individuals in relation to their personal information are summarised. The chapter
then considers the relationship between Part 111A of the Act and the National Privacy
Principles (NPPs).2

53.3 The chapter also describes the responsibilities and powers of the Office of the
Privacy Commissioner (OPC) with regard to credit reporting® and the remedies and
penalties in the event of non-compliance with the credit reporting provisions.*

53.4 Finaly, this chapter sets out in detail how the Privacy Act permits and restricts
the transfer of persona information in credit reporting. The diagram below is a
summary of the main data flows under the present regulation of credit reporting.

= | Individuals

Persanal information

!

Credit providers eg banks,
mortgage and trade insurers and
corporations offering goods on credit

Public information eg court judgments
or bankruptcy orders

Personal information

l
|Credit reporting agencies "
Individual has right to l
view his‘her credit report
erred cvedit informention file Credit information files - held by credit reporting agencies.
Contain information about the individual's:
- Identity

« Overdue payments
* Bankruptcy orders or court judgments, if any
« Current credit providers

and other such information as provided by s18E

|

Credit reports - these are produced by the credit reporting
agencies and may be disclosed in certain circumstances
as indicated by the Privacy Act 71988 (Cth)

|

Privacy Act 1988 (Cth) ss 18A, 18B.

The NPPs are located in Ibid sch 3.

The powers and responsibilities of the OPC generally are discussed in Part F.

The remedies and penalties available under the Privacy Act generally also are discussed in Part F.

A WNBE
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Application of the credit reporting provisions

53.5 This part of the chapter answers the following questions. What information is
covered by the credit reporting provisions? To whom do the provisions apply?

Information covered by the provisions

53.6 A number of terms define the scope of the regulatory framework for credit
reporting in the Privacy Act. The most important of these are ‘personal information’,
‘credit information file' and ‘credit report’. What follows is a discussion of the
respective meanings and interrel ationship of these terms.

53.7 The Act, principaly in Part I11A,° regulates the use and disclosure of ‘personal
information’ for credit reporting purposes. ‘ Personal information’ is defined to mean

information or an opinion (including information or an opinion forming part of a
database), whether true or not, and whether recorded in a material form or not, about
an individual whose identity is apparent, or can reasonably be ascertained, from the
information or apinion.®

53.8 An individua’s persona information may be collated by a credit reporting
businessto create a‘ credit information file'. In relation to an individual, this means

any record that contains information relating to the individual and is kept by a credit
reporting agency in the course of carrying on a credit reporting business (whether or
not the record is a copy of the whole or part of, or was prepared using, a record kept
by another credit reporting agency or any other person).’

53.9 The credit information file in turn may be used to create a ‘ credit report’. It isin
this form that an individual’s personal information may pass from the person collecting
the information (the credit reporting agency) to the person wishing to use the
information (the credit provider).2 The term * credit report’ is defined as

any record or information, whether in awritten, oral or other form, that:
(a8) isbeing or has been prepared by a credit reporting agency; and
(b) hasany bearing on an individua’s:

(i) eigibility to be provided with credit; or

(if) history in relation to credit; or

(iii) capacity to repay credit; and

5 Note that other parts of the Act also relate to credit reporting. For instance, PartV deals with
investigations by the Privacy Commissioner into alleged breaches of, among other things, the credit
reporting rules.

Privacy Act 1988 (Cth) s 6(1). The definition of ‘personal information’ is discussed in detail in Ch 6.

Ibid s6(1).

The meanings of ‘credit reporting agency’ and ‘credit provider’ are discussed below.

w0~
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(c) isused, has been used or has the capacity to be used for the purpose of serving
as afactor in establishing an individual’s eligibility for credit.”

53.10 Section 18N applies to a third category of persona information contained in
‘reports’, a term which covers a much broader spectrum of documents than is
encompassed by the term * credit report’. Section 18N(9) states that ‘ report” means:

(@ acredit report; or

(b) ... any other record or information, whether in awritten, oral or other form, that
has any bearing on an individual’s credit worthiness, credit standing, credit
history or credit capacity;

but does not include a credit report or any other record or information in which
the only personal information relating to individuals is publicly available
information.

Persons within the ambit of the provisions

53.11 There are four main categories of person affected by Part II1A of the Privacy
Act. These are: individuals; credit reporting agencies; credit providers; and third parties
who provide personal information to credit reporting agencies.

Individuals

53.12 An individual whose persona information forms the basis of a credit
information file may be affected by a credit report—especialy in terms of the
individual’s application for credit. The Act gtipulates that an individual must be ‘a
natural Opers;on’ and that the definition of ‘credit’ does not include ‘commercia
credit’ !

53.13 This means that a corporation, for instance, cannot claim the protection of the
credit reporting provisions in its own right. Commercial credit information only is
regulated by the Act indirectly—where, for example, it is used to assess an application
for consumer credit."*

Credit reporting agencies

53.14 The collection of persona information, its collation in credit information files
and the disclosure of this information to credit providers only may be performed by a
‘credit reporting agency’.*? Section 11A provides that this term has two elements: a
credit reporting agency must be a corporation and it must carry on a credit reporting
business.

9 Privacy Act 1988 (Cth) s6(1).
10 Ibid s 6(1).
1 Ibid s 18L (4).

12 Ibid s 18C.
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53.15 The requirement that a credit reporting agency must be a corporation is subject
to a qudlification. If the entity in question is engaged in wholly intra-state trade or
commerce, and it is not engaged in banking or insurance (other than state banking or
state insurance), then it is not regulated by Part I11A.*2

53.16 Section 6(1) of the Act defines the second element of a credit reporting
agency—namely, that the agency carry on a‘ credit reporting business' —as being:
a business or undertaking (other than a business or undertaking of a kind in respect of
which regulations made for the purposes of subsection (5C) are in force) that involves
the preparation or maintenance of records containing persona information relating to
individuals (other than records in which the only persona information relating to
individuals is publicly available information), for the purpose of, or for purposes that
include as the dominant purpose the purpose of, providing to other persons (whether
for profit or reward or otherwise) information on an individua’s:

(@) ©igihility to be provided with credit; or
(b) history in relation to credit; or
(c) capacity to repay credit;

whether or not the information is provided or intended to be provided for the purposes
of assessing applications for credit.

53.17 This second element remains subject to some exemptions. Information
concerning an individual’s commercial transactions is excluded.™ Also, the regulations
may exempt certain businesses from being considered credit reporting businesses for
the purposes of the Act.™ To date, however, no such regulations have been made.

Credit providers

53.18 In genera, credit reporting agencies only may disclose information in credit
information files to ‘credit providers'. Credit providers, in turn, may use credit reports
only for certain purposes—notably, in assessing a person’s application for credit.

53.19 Thereis afinite list of categories of entities considered credit providers for the
purposes of Part I1IA. This list does not include, for instance, real estate agents, debt
collectors, employers and genera insurers, and therefore they are not permitted to
obtain credit reports.*® Under the Act, the following are considered ‘ credit providers

13 See Ibid s18C(2). This qualification is discussed in detail later in this chapter.

14 Ibid s 6(5A).

15 Ibid s 6(5C).

16 Office of the Privacy Commissioner, Credit Reporting: Key Requirements of Part I1IA <www.privacy
.gov.au/act/credit/index.html> at 24 August 2007.
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. abank;Y’

) acorporation, or an entity that is neither a corporation nor a government agency,
that provides loans or issues credit cards as a substantial part of its business, or
is carrying on aretail business;'®

o an entity that provides loans (including by issuing credit cards), provided the
Privac¥9 Commissioner has made a determination in respect of such a class of
entity;

o a government agency that provides loans and is determined bg/ the Privacy
Commissioner to be a credit provider for the purposes of the Act;?

) a person who carries on a business involved in securitisation or managing loans
that are subject to securitisation;** and

) an agent of a credit provider while the agent is carrying on a task necessary for
the processing of a loan application, or managing a loan or account with the
credit provider.?

53.20 The regulations also can exempt a corporation that would otherwise be
considered a credit provider from being so regarded for the purposes of the Act.* To
date, no such regulations have been made.

Persons providing personal information to credit reporting agencies

53.21 Finally, the credit reporting provisions also apply to a person, X, who provides
personal information about another person, Y, to athird person, Z, carrying on a credit
reporting business. Subject to certain constitutional limitations discussed later in this
chapter, s 18D states that X must not give personal information about Y to Z unless Z
is a corporation. Personal information is taken to be ‘given’ for the purposes of s 18D
if the person to whom the information is given (ie, Z) ‘is likely to use the information
in the course of carrying on a credit reporting business .2

17 Privacy Act 1988 (Cth) s 11B(1)(a). Theterm ‘bank’ is defined in s 6(1) to mean: (a) the Reserve Bank of
Austraia; or (b) a body corporate that is an authorised deposit-taking ingtitution for the purposes of the
Banking Act 1959 (Cth); or (c) a person who carries on ‘ State banking’ within the meaning of s 51(xiii) of
the Constitution.

18 Privacy Act 1988 (Cth) s 11B(1)(b), (c).

19 Ibid s 11B(1)(b)(v). These determinations are discussed further in Ch 54.

20 Ibid s 11B(1)(d). Indigenous Business Austraia is the only entity deemed to be a credit provider under
this provision: Privacy Commissioner, Credit Provider Determination No 2006-5 (Indigenous Business
Australia), 25 October 2006.

21 Privacy Act 1988 (Cth) s 11B(4A), (4B).

22 Ibid s 11B(5). The Act makes clear that ‘the management of a loan’ in subsection (5) does not include
action taken to recover overdue loan repayments: s 11B(7).
23 Ibid s 11B(2).

24 Ibids18D(5).



53. Credit Reporting Provisions 1725

Content of credit information files

53.22 A credit information file may contain information that is ‘reasonably necessary

. to identify the individual’.”> Under s18E(3), the Privacy Commissioner may
determine ‘the kinds of information that are ... reasonably necessary to be included in
an individuad’s credit information file in order to identify the individua’. Any such
determination is said to be a ‘disallowable instrument’, which means that it must be
tabled in the Australian Parliament and is then subject to disallowance.® In 1991, the
Privacy Commissioner determined that the following kinds of information are
‘reasonably necessary’ to identify the individual:

i full name, including any known aliases; sex; and date of birth;

ii. amaximum of three addresses consisting of a current or last known address and
two immediately previous addresses;

iii.  name of current or last known employer; and

iv.  driver'slicence number.?’

53.23 The Act does not state that information purporting to identify an individual must
be verified in any particular way or be of any particular standard before it isincluded in
acredit information file. This may be relevant to such issues as identity theft.

53.24 As well as information reasonably necessary to identify the individual, s 18E
provides an exhaustive list of the other categories of personal information that may be
included in a credit information file. Anything that constitutes personal information,
but is not included in this list, may not be included in a credit information file. The Act
alows a credit reporting agency to hold personal information in an individual’s credit
information file only for a finite period, the length of which depends on the nature of
the information in question. After this period has elapsed, the agency must delete the
relevant information within one month.?

25 Ibid s 18E(1)(a).

26 Ibid s 18E(4)—(6). Note that s 18E(6) of the Privacy Act refers to s46A of the Acts Interpretation Act
1901 (Cth). However, the latter provision has been repealed. Section 6(d)(i) of the Legislative Instruments
Act 2003 (Cth) provides that an instrument said to be a disallowable instrument for the purposes of s 46A
of the Acts Interpretation Act should be considered a legislative instrument for the purposes of the
Legislative Instruments Act.

27 Privacy Commissioner, Determination under the Privacy Act 1988: 1991 No 2 (s 18E(3)): Concerning
Identifying Particulars Permitted to be Included in a Credit Information File, 11 September 1991.

28 Privacy Act 1988 (Cth) s 18F(1).
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53.25 In summary, information may be included in a credit information file if it is a
record of:

o a credit provider having sought a credit report in connection with an application
for consumer or commercial credit, provided the record also states the amount of
credit sought;?®

o a credit provider having sought a credit report for the purpose of assessing the

risk in purchasing, or undertaking credit enhancement of, a loan by means of
securitisation;®

o a mortgage or trade insurer having sought a credit report in connection with the
provision of mortgage or trade insurance to a credit provider;**

) a credit provider having sought a credit report in connection with the individual
having offered to act as guarantor for aloan;*

o acredit provider being a current credit provider in relation to the individual;*®
) credit provided by a credit provider to an individual, where the individud is at

least 60 days overdue in making a payment on that credit and the credit provider
has taken steps to recover some or al of the credit outstanding;**

. a cheque for $100 or more that has been dishonoured twice;*
. acourt judgment or bankruptcy order made against the individual;*°
o a credit provider's gg)i nion that the individual has committed a specific serious

credit infringement;

29 Ibid s 18E(1)(b)(i). The information may be kept for a maximum of five years after the relevant credit
report was sought: s 18F(2)(a).

30 Ibid s 18E(1)(b)(ia). The information may be kept for a maximum of five years after the relevant credit
report was sought: s 18F(2)(a).

31 Ibid s 18E(1)(b)(ii), (iii). The information may be kept for a maximum of five years after the relevant
credit report was sought: s 18F(2)(a).

32 Ibid s 18E(1)(b)(iv). The information may be kept for a maximum of five years after the relevant credit
report was sought: s 18F(2)(a).

33 Ibid s 18E(1)(b)(Vv). The information may be kept for a maximum of 14 days after the credit reporting
agency is notified that the credit provider is no longer the individua’s credit provider: s 18F(2)(b).

34 Ibid s 18E(1)(b)(vi). The information may be kept for a maximum of five years after the credit reporting
agency was informed of the overdue payment concerned: s 18F(2)(c).

35 Ibid s 18E(1)(b)(vii). The information may be kept for a maximum of five years after the second
dishonouring of the cheque: s 18F(2)(d).

36 Ibid s 18E(1)(b)(viii), (ix). A record of judgment may be kept for a maximum of five years after the

judgment was made: s 18F(2)(e). A record of a bankruptcy order may be kept for a maximum of seven
years after the order was made: s 18F(2)(f).

37 Ibid s 18E(1)(b)(x). The information may be kept for a maximum of seven years after the information
was included in the credit information file: s 18F(2)(g).
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an overdue payment to a credit provider by a person acting as guarantor to a
borrower, provided the following conditions are met: the credit provider is not
prevented by law from bringing proceedings to recover the overdue amount; the
credit provider has given the guarantor notice of the borrower’ s default; 60 days
have elapsed since the notice was given; and the credit provider has taken steps
to recover the overdue payment from the guarantor;* and

a note or annotation to be made to the individual’s existing credit information
file, pursuant to ss 18)(2), 18F(4) or 18K (5).*

53.26 Certain types of personal information must never be included in an individual’s
credit information file. That is, information recording an individua’s:

political, socia or religious beliefs or affiliations;
criminal record;

medical history or physical handicaps;

race, ethnic origins or national origins;

sexual preferences or practices; or

lifestyle, character or reputation.*

53.27 If a credit report contains personal information that does not fall within the
permitted categories, a credit provider who holds the report must not use this personal
information, and must not use the report at al until the relevant information has been
deleted.*" A breach of this requirement constitutes a credit reporting infringement.* In
this situation, an individual may complain to the Privacy Commissioner that the credit
provider has committed an interference with the individual’s privacy.”® The Privacy

38

39

40

42
43

Ibid s 18E(1)(ba). The information may be kept for a maximum of five years after the credit reporting
agency was informed of the overdue payment: s 18F(2A).

Ibid s 18E(1)(c), (d); see also s18E(7). Note that s18J(2) obliges a credit reporting agency to include a
statement of the correction, deletion or addition sought by an individual to his or her credit information
file, where the agency has not made the relevant change; s 18F(4) requires a credit reporting agency,
when appropriately informed, to include a note saying that the individual is no longer overdue in making
a payment; and s18K(5) requires a credit reporting agency to include a note on a person’s credit
information file when it has disclosed personal information from the file.

Ibid s 18E(2).

Ibid s 18L(3).

A breach of aprovision of Part I1|A isa‘credit reporting infringement’: Ibid s 6(1).

See Ibid ss 13(d), 36(1).



1728 For Your Information: Australian Privacy Law and Practice

Commissioner then may carry out an investigation and issue a determination in
accordance with Part V of the Act.**

Accuracy and security of personal information

53.28 Credit reporting agencies and credit providers have obligations to ensure the
accuracy and security of persona information in their possession or control. Credit
reporting agencies and credit providers are required to take reasonable steps to ensure
that:

) personal information in afile or report is *accurate, up-to-date, complete and not
misleading’;
o the file or report is protected against ‘misuse’ including ‘unauthorised access,

use, modification or disclosure’; and

) if an agency or credit provider gives the file or report to a person in connection
with the provision of a service to the agency or credit provider, it must ‘ prevent
unauthci[_)ised use or disclosure of persona information contained in the file or
report’.

53.29 Credit reporting agencies and credit providers are prohibited from disclosing to
anyone a false or misleading credit report. If an agency or Provider intentionally
contravenes this provision, it is liable for afine of up to $75,000.°

Disclosure of personal information

53.30 The Privacy Act restricts how, and to whom, personal information in credit
information files and credit reports may be disclosed. As explained below, the Act
largely focuses on regulating the actions of credit reporting agencies, credit providers
and others—setting rules on what these entities may do. Part I1IA, however, aso
prohibits any other person from obtaining access to a credit information file or credit
report, where the Act does not authorise the person to do so, or where the person gains
access by afalse pretence.”’

Credit reporting agencies

53.31 Section 18K of the Act contains four general rules on how personal information
may be conveyed by credit reporting agencies to people who are permitted to view the

44 The Privacy Commissioner’ s complaint-handling processes are discussed in Ch 49.
45 Privacy Act 1988 (Cth) s 18G.
46 Ibid s 18R.

47 Ibid ss 18S, 18T. The penalty in respect of each offence is afine not exceeding $30,000.
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information. If a credit reporting agency intentionally contravenes any of the relevant
provisions, it is liable for afine of up to $150,000.%

53.32 The general rules are as follows. First, a credit reporting agency is not permitted
to make a credit information file directly available to another entity; instead the agency
must convey that information in the form of a credit report. Secondly, a credit report
only may be given to a credit provider.”® Thirdly, persona information in a credit
report only may be disclosed by a credit reporting agency for one of the purposes
specified in the Act—these are summarised below. Fourthly, a credit reporting agency
must not disclose personal information if the information does not fall within the
permitted categories in s 18E, or if the agency is required to delete the information in
question under s 18F.*° These rules, however, are subject to certain exceptions, which
are also set out below.

53.33 The purposes for which an individual’s credit report may be given to a credit
provider are set out exhaustively in the section. They relate to the state of mind and
activities of the credit provider. The permitted purposes are to:

. assess the individual’ s application for credit;™

o assess the risk in purchasing, or undertaking credit enhancement of, a loan by
means of securitisation;>

o assess an application for commercial credit, provided the individual agrees to
the disclosure;*®

o assess whether to accept the individual as a guarantor of a loan, provided the
individual agrees in writing to the disclosure;™

o inform a current credit provider that the individual is at least 60 days overdue in
making a payment to a second credit provider and this second credit provider
has taken steps to recover some or all of the credit outstanding;*

. assist in collecting overdue payments from the individual;*® and

48 Ibid s 18K (5).
49 The terms ‘ credit report’ and ‘ credit provider’ are discussed earlier in this chapter.
50 Privacy Act 1988 (Cth) s 18K(2).

51 Ibid s 18K(1)(a).

52 Ibid s 18K (1)(ab), (ac).

53 Ibid s 18K (1)(b). Theindividual’s agreement must usually be given in writing—see s 18K (1A).

54 Ibid s 18K (1)(c).

55 Ibid s 18K (1)(f). The relevant credit reporting agency is permitted to make such a disclosure only where

it has received thisinformation at least 30 days before the disclosure.
56 Ibid s 18K (1)(g).
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) assist in collecting overdue payments in respect of commercial credit, provided
the individual consents or the commercia credit was given prior to
24 September 1991.%"

53.34 There are some situations in which a credit reporting agency may disclose an
individual’s credit report to a person who is not a credit provider, including disclosure
to: another credit reporting agency;>® or a mortgage or trade insurer, where the insurer
is assessing matters connected with whether to provide mortgage or trade insurance to
acredit provider in respect of the individual .>®

53.35 The rule prohibiting the direct disclosure of persona information from an
individual’s credit information file is subject to a number of exceptions, namely where
the:

. only personal information disclosed is publicly available;®
. disclosure is required or authorised by law;®* or

) credit reporting agency is satisfied that a credit provider or law enforcement
authority reasonably believes the individual has committed a serious credit
infringement and the information is given to a credit provider or law
enforcement authority.®

Credit providers

53.36 The rules dealing with how a credit provider may disclose personal information
in its possession are set out in ss 18N and 18NA of the Act. The genera ruleisthat a
credit provider is prohibited from disclosing an individua’s personal information
(either from a credit report or other credit worthiness information held by the credit
provider and that is not publicly available) unless a stated exception applies. If a credit
provider intentionally contravenes this provision, it is liable for a fine of up to
$150,000.%

53.37 There is a finite list of exceptions to the general rule. In summary, a credit
provider is permitted to disclose an individual’ s personal information to:

. acredit reporting agency that is creating or modifying a credit information file;*

57 Ibid s 18K (1)(h).
58 Ibid s 18K (1)(j).
59 Ibid s 18K (1)(d), (€). In respect of trade insurance, the disclosure is permitted only if the individual has

agreed in writing: s 18K (1)(e).
60 Ibid s 18K (1)(K).

61 Ibids18K(1)(m).
62 Ibids18K(1)(n).
63 Ibids18N(2).

64 Ibids18N(1)(a).
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another credit provider for a particular purpose, provided either the individual
specifically agrees or it isin connection with an overdue payment;®

the guarantor of an individua’s loan in connection with enforcing the
guarantee;*®

a mortgage insurer for the purpose of risk assessment or as required by the
contract between the credit provider and the insurer;®’

a recognised dispute settling body that is assisting in settling a dispute between
the credit provider and the individual;®®

agovernment body with responsibility in this area;®

a supplier of goods or services for the purpose of determining whether to accept
a payment by credit card or funds transfer, provided the personal information
disclosed does no more than identify the individual and inform the supplier
whether the individual has sufficient funds for the proposed payment;

a person considering taking on the individual’'s debt, provided the personal
information disclosed does no more than identify the individual and inform the
person of the amount of the debt;"*

the guarantor, or a proposed guarantor, of a loan, provided the borrower
specifically agrees;”

a debt collector in respect of overdue payments to the credit provider, provided
the persond information disclosed does no more than: identify the individual;
give specified details relating to the debt; and provide a record of any adverse
court judgments or bankruptcy orders;”

73

Ibid s 18N(1)(b), (fa).

Ibid s 18N(1)(ba).

Ibid s 18N(1)(bb).

Ibid s 18N(1)(bc).

Ibid s 18N(1)(bd), (bda).

Ibid s 18N(1)(be).

Ibid s 18N(1)(bf).

Ibid s 18N(1)(bg), (bh). The borrower’'s agreement is not necessary if: the guarantee (or security) was
provided before 7 December 1992; the information discloses the guarantor’s liability; and the credit
provider previously advised the borrower that such disclosures may take place: s 18N(1)(bg)(ii). See also
s 18NA in respect of indemnities.

Ibid s 18N(2)(c). If the debt relates to commercial credit, the credit provider is prohibited from disclosing
the details of the debt to adebt collector: s 18N(1)(ca).
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o acorporation related to the credit provider that isitself a corporation;”

o a corporation, in connection with its taking on a debt owed to the credit
provider;”

o a person who manages loans made by the credit provider; ™

. aperson, as required or authorised by law;”’

o the individual or another person authorised by the individual;”® and

) another credit provider or alaw enforcement authority, where the credit provider

reasonably suspects the individual has committed a serious credit
infringement.”

53.38 The Privacy Commissioner has a power to determine the manner in which such
a report may be disclosed;®® however, the Commissioner is yet to make such a
determination.

Information given by credit providers to credit reporting agencies

53.39 In practice, credit reporting agencies, in compiling credit information files,
obtain most of that information from credit providers themselves.® This creates a two-
way flow of persona information between credit reporting agencies and credit
providers.

53.40 Inview of this, the Act limits the information that a credit provider may provide
to a credit reporting agency. That is, a credit provider must not give to a credit
reporting agency personal information relating to an individual in any of the following
situations:

) where the information would not fall within the categories in s18E(1)
summarised above;

o where the credit provider does not have reasonable grounds for believing the
information is correct; or

74 Ibid s 18N(1)(d).

75 Ibid s 18N(1)(e).

76 Ibid s 18N(1)(f).

77 Ibid s 18N(1)(g).

78 Ibid s 18N(1)(ga), (gh).

79 Ibid s 18N(1)(h).

80 Ibid s 18N(5)—(7).

81 Thisis specifically anticipated in Ibid ss 18E(8) and 18N(1)(a).
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) where the credit provider did not, before or at the time of, or before, acquiring
the information, inform the individual that the information might be disclosed to
acredit reporting agency.®

Use of personal information
Credit providers

53.41 Section 18L (1) of the Act states the genera rule that a credit provider may only
use an individua’s credit report, or personal information it derives from the credit
report, for the purpose of ng the individual’s application for credit, or for one of
the other permitted purposes for which the report was originaly given to the credit
provider.® If a credit provider intentionally contravenes this provision, it isliable for a
fine of up to $150,000.*

53.42 Therulein s18L(1) is subject to the following exceptions, which allow a credit
provider to use a credit report:

. as required or authorised by law;*

o if the credit provider reasonably believes the individual has committed a serious
credit infringement, and the information is used in connection with the
infringement;*® or

. in connection with an individual’s commercial activities or commercia credit
worthiness, provided the individual agrees.®’

Use and disclosure by mortgage and trade insurers

53.43 Mortgage and trade insurers must only use personal information contained in an
individual’s credit report only in connection with assessing the risk in providing such
insurance to the individual’s credit provider, or as required or authorised by law.®®
They must not disclose personal information from a credit report to any person unless
required or authorised by law.® If a mortgage or trade insurer ‘knowingly or

82 Ibid s 18E(8).

83 The other permitted purposes are summarised earlier in this chapter.
84 Privacy Act 1988 (Cth) s 18L(2).

85 Ibid s 18L(1)(e).

86 Ibid s 18L (1)(f).

87 Ibid s 18L(4), (4A). The Privacy Commissioner has a power to determine how this information may be
used and how an individual’s consent may be obtained: s 18L (6)—8). To date, this power has not been
exercised.

88 Ibid s 18P(1), (2). Mortgage insurers also may use such information pursuant to the contract between the

mortgage insurer and the credit provider: s 18P(1)(c).
89 Ibid s 18P(5).
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recklessly’ contravenes any of these provisions, it is liable for a fine of up to
$150,000.%

Use and disclosure by other persons

53.44 There are specific rules on how other persons may use personal information that
they have abtained from a credit provider or credit reporting agency. Any person who
intentionally contravenes one of these provisions will be liable for a fine of up to
$30,000.>* The rules are as follows:

) Where a credit provider discloses information to a related corporation, the
related corporation is subject to the use and disclosure limitations that apply to
the credit provider. The same rules also apply where a credit report is received
by a person who was deemed to be a credit provider because it was engaged in
securitisation of aloan, but has since ceased to be a credit provider.”

) Where information is received by a corporation, in connection with its taking on
a debt owed to the credit provider, the corporation may use the information only
in considering whether to take on the debt. If it takes on the debt, the corporation
may use the information in connection with exercising its rights. Similar rules
apply to a professiona legal adviser or financia adviser in connection with
advig ng the corporation about these matters, or as required or authorised by
law.

) Where information is received by a person who manages loans made by the
credit provider, the information only may be used for managing these loans, or
as required or authorised by law.*

Consent and credit reporting

53.45 While Part I11A generally does not require the agreement of individuals to the
use or disclosure of credit reporting information about them, provided notification has
been given, consent is required in some contexts, which are discussed below.

Consent to disclosure of information

53.46 Part II1A contains provisions that require the agreement of an individua to the
disclosure of his or her persona information. Under s 18K, an individua’s agreement,
sometimes in writing, is required in relation to the disclosure by a credit reporting
agency of information contained in a credit report to a

% Ibid s 18P(6).
o1 Ibid s 18Q(9).

92 Ibid s 18Q(1), (6)~(7A).

93 Ibid s 18Q(2), (3). See ds0 s 18Q(8).
94 Ibid s18Q(4). See dso s 18Q(8).
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) credit Erovider for the purpose of assessing an application for commercial
credit;”

o credit provider for the purpose of assessing whether to accept an individual as a
guarantor;*

) trade insurer for the purpose of assessing insurance risks in relation to

commercia credit;®” and

) credit provider for the purpose of collecting payments overdue in respect of
commercial credit.®

53.47 Section 18L(4) requires an individual specifically to have agreed to a credit
provider using information concerning commercial credit in assessing an application
for consumer credit. Finally, under s18N, an individual must have ‘specifically
agreed’ to the disclosure of a credit report or other credit worthiness information by a
credit provider to another credit provider for the particular purpose;® to a guarantor for
a loan given by the credit provider to the individual concerned;'® and to a person
considering whether to offer to act as a guarantor.’*

Disclosure to a credit reporting agency

53.48 Part II1A does not require an individual to consent to disclosure of information
by a credit provider to a credit reporting agency.’® An individual’s consent may be
required, however, by the NPPs or by common law duties of confidence owed by some
credit providers to their customers.

53.49 Consent to disclosure may be required—at least where the credit provider is a
bank'®—to avoid breaching the duty of confidence owed by banks to their customers,
This common law duty was defined in Tournier v National Provincial and Union Bank

of England.'® It is reflected in the Australian Bankers Association’s Code of Banking

95 Ibid s 18K (1)(b).

96 Ibid s 18K (1)(c).

97 Ibid s 18K (1)(e).

98 Ibid s 18K (1)(h).

99 Ibid s 18N(1)(b).

100 Ibid s 18N(1)(bg).

101 Ibid s 18N(1)(bh).

102 A credit provider, however, must not give personal information to a credit reporting agency unless the
individual concerned has been informed that the information might be disclosed to a credit reporting
agency: Ibid s 18E(8).

103 The duty also may apply to building societies, credit unions and other authorised deposit-taking
institutions: A Tyree, ‘Does Tournier Apply to Building Societies? (1995) 6 Journal of Banking and
Finance Law and Practice 206.

104 Tournier v National Provincial & Union Bank of England [1924] 1 KB 461. The duty extends to
disclosure to related bodies corporate: Bank of Tokyo Ltd v Karoon [1987] AC 45, 53-54.
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Practice, which provides that, in addition to a bank’s duties under legislation, it has a
general duty of confidentiality towards a customer except in the following
circumstances. where disclosure is compelled by law; where there is a duty to the
public to disclose; where the interests of the bank require disclosure; or where
disclosure is made with the express or implied consent of the customer.'®

53.50 Chapter 19 discusses the role of consent in privacy regulation generaly. As
noted in Chapter 19, problems arise where an individual’s capacity to give true consent
is hampered. This issue is seen most commonly in the context of ‘bundled consent’ —
the practice of bundling together consent to a wide range of uses and disclosures of
personal information without giving individuals the option of selecting to which uses
and disclosures they agree.'®

Rights of access, correction and notification

53.51 Credit reporting agencies and credit providers in possession or control of an
individual’s credit information file or credit report must take reasonable steps to allow
the individual access to the file or report. The individual can authorise another person
(who is not a credit provider or a trade or mortgage insurer) to exercise these same
rightsin connection with applying for aloan, or advice in relation to aloan.”’

53.52 Credit reporting agencies and credit providers must, in relation to credit
information files and credit reports in their possession or control, ‘take reasonable
steps, by way of making appropriate corrections, deletions and additions, to ensure that
persona information in the file or report is accurate, up-to-date, complete and not
misleading’. If so requested, the agency or provider must either amend personal
information in afile or report as requested by the individua concerned, or include a
statement of the correction, deletion or a