108. A Val


My native language is not English, so some odd wording or grammar may happen. Sorry for it.

My name Oleksandr Valuyev
I like to make public submission about some issues related to so-called "Advanced Metering Infrastructure Project" (AMI) or "Smart meters" in Victoria. Official webpage here: http://www.smartmeters.vic.gov.au/

Problems with project and my ideas about changes in laws are listed below.

I am happy to provide extra information on request.

1. AMI project affects people's property rights.

At the start the AMI should give people benefits, but later it became clear – people will pay for it. Link here: 

http://www.smartmeters.vic.gov.au/about-smart-meters/reports-and-consultations/advanced-metering-infrastructure-cost-benefit-analysis/4.-analysis-of-costs-and-benefits-2008-2028

Over 2008-28, the AMI Program will result in net costs to customers of $319 million. This is a significant change from previous analyses of the AMI Program, the most recent of which suggested that the AMI Program would deliver $775 million of benefits. 

We were supposed to get "benefits", but as soon as project passed point of no return the real price hit our wallets. For me it sounds as an old-fashion scam and nothing else.

For strange reasons no one official investigated these changes in price and who profited from them from point of view criminal law. I understand we are talking about huge corporations and top-government officials, but their position does not exclude them from part of law which about scams and conmen.

I believe every project like this must be investigated by default. No need for parliament inquiry, mass-media attention or like this.

Just create law, according to which every project which really failed to deliver promised results must be investigated. Experts, authors, politicians who signed it - all they must be responsible and accountable for every cent they spend on failed projects.

2. AMI project puts our country security in risk. 

There are five distributors of electricity in Victoria. Only one of them (United Energy Distribution) is NOT fully owned by foreigners. Others have at least 51% foreign ownership, usually China/Hong-Kong. 

It may had no importance before AMI project. But one of features of "Smart meters" is crucial: being able to disconnect customer by clicking button on computer somewhere in office. So foreign-owned corporations can shutdown all state of Victoria during just a few seconds. 

Police stations, water supply, military installations, airports, hospitals, every house, workshop, factory - all may lose main power supply if distributor's foreigner owner will "make them an offer they can't refuse".

Also it gives huge possibilities for foreign intelligence services. By monitoring ups and downs in electricity usage of military installations, police stations, anti-terrorist units it become possible to know about alarms and exercises (in case of alarm usage going up in unusual time).

If some residential addresses change their usual way of electrical usage every time then lets say, military base, have changes in usage - it means these consumers have something to do with this particular military base. By statistical analysis addresses and names of military personnel, police officers, intelligence officers may be established.

Because most distributors are foreign-owned this scenario is not purely fictional.

Can our law can stop it from happening? As far as I know not.

Victorian Electricity Distributors ownership: 

Powercor Australia and Citipower: Our ownership is divided between Cheung Kong Infrastructure (Hong Kong), Power Assets Holdings (Hong Kong) and Spark Infrastructure (Hong Kong). Cheung Kong Infrastructure and Power Assets Holdings, which are members of the Cheung Kong Group of companies, hold a 51 per cent stake in our business. The Cheung Kong Group is based in Hong Kong.

Ausnet Services: Publicly listed company, owned by Singapore Power International 31%, State Grid Corporation (China) 20%.

United Energy Distribution: DUET Group still owns 66 per cent of UE, with Singapore Power International holding the remaining shares.

Jemena: SGSPAA, branded as Jemena for its operations within Australia, is an Australian energy infrastructure company. It is jointly owned by State Grid Corporation of China and Singapore Power.

3. New tax was introduced by only two people without informing public about it.

AMI project was introduced by TWO people only: minister and governor through some “Orders in Council”. It is example one of these Orders:

http://www.gazette.vic.gov.au/gazette/Gazettes2008/GG2008S314.pdf

There are only 2 signatures: minister and clerk. 

Currently every house, office, workshop in Victoria pays about $125 per year for 8 years to finance AMI. On practice it means new tax was created to support foreign-owned private companies and this tax was created by TWO people!

The Order written in very odd way, so it is impossible understand what all it about. As you see authors of new tax did not want to inform people about it.

I do not want to pay for something which I do not need only because someone in government wanted to make corporations happy (any relations between authors of AMI project and distributors? I have no idea, but it is good topic for investigation). 

I believe it affects my property rights and I believe something is wrong with our political system. Two people cannot be allowed to force 4 millions of Victorian into huge expenses under promises of "benefits" which never materialized.

And these two people not just did so, they got away with this, and majority population of Victoria still has no idea why they are paying to foreign-owned corporations for nothing.

I believe every new tax must be properly discussed in Parliament and public has right to be fully informed about it.

4. Why I must donate money to foreign-owned corporation? 

I never heard BP asked their customer to donate them money for new oil drilling platform.

I never heard about Ford asking for new factory at Ford's cars owners expense.

But in Victoria exactly this happening: 5 corporations are upgrading their equipment by forcing their customer to "donate" $125 per year per customer. More, majority of customers do not know about it.

At least, may I ask for shares? I believe if I "donate" them $125 per year for upgrading their equipment I am entitled to have shares for same amount of money?

Unfortunately AMI project is 100% legal and I was ripped off "according to law". Current laws allow huge corporations (together with their friends-politicians) to steal my money and get away with this.

5. AMI affects people's right for privacy and breach Surveillance Devices Act 2004.

Smart meters inform distributor about usage of electricity on regular intervals, it may happen even every minute. The interval for particular customer may be changed from distributor's office by clicking button on computer. 

So distributor may know what time I come home, leave, wake up or go to bed, go away for holiday by watching my electricity usage. 

Smart meter has capabilities of a surveillance device and should be regulated by Commonwealth "Surveillance Devices Act 2004".

And in case of AMI project the Act is breached several times. But no one cares about it. And I believe it is very wrong. Because everyone must be equal from point of view law, private person who illegally spies on his neighbor or huge corporation who spies on customer. 

Distributors claim "all private data is processed according to strict policies and procedures", but it is just excuse. Surveillance Devices Act 2004 prohibits to collect any data at all unless there is a court warrant, it does not matter how you process it.

Millions Victorian houses, offices, workshops got surveillance device without committing anything wrong and no court allowed distributors to spy on their customers. More: this surveillance data is collected, owned and processed by foreign-owned companies.

If someone would be able to "hack" a way wireless messages encoded private information would become known not only to distributors. And it may be not my personal time going to bed. It may be information about member of parliament, top military or intelligence personnel.

AMI project created a danger which was not known in past: by sending "right" messages hackers may be able to shutdown power supply of everyone who belong to "hacked" distributor, it will be economical disaster which Australia never experienced. 

As far as I know system of encoding messages which is 100% secure does not exist, so hacking is a just a question of time, skills and will. 

Again, all it happening because huge corporations above the law. 

6. Breaching Order in Council conditions and Trespassing.

Distributors of electricity have right to trespass to install and maintain electrical equipment. This right was introduced at the start of 20 century, in times of State Electricity Commission of Victoria (SECV). As a result of privatisation right for trespassing was passed to foreign-owned corporations. It is VERY different story from SECV. And for me in case of AMI distributors went too far with exercising this right.

Installation of Smart meters is regulated by some Orders in Council, for example 10 December 2013, which tells: each distributor must use its best endeavours to install a complying remotely read interval meter 

According to section 19 DEFINITIONS, ELECTRICITY DISTRIBUTION CODE Victoria, best endeavours in relation to a person, means the person must act in good faith and do what is reasonably necessary in the circumstances.

Several citizens of Victoria were against installation of Smart meter. They phoned and wrote distributors to tell them about refusal to have Smart meter. 

But distributors did not care and proceed anyway. Locks on meter boxes were cut off, misleading letters, bulling and cheating was used. I know a case when police was called because customer threatened electrical contractor with a gun. So police officers restrained owner of the house to give electrician possibility to install Smart meter. 

Some people were disconnected from power supply until they agreed to have Smart meter.

No way approach like this can be described as "act in good faith and do what is reasonably necessary".

But no one in Victorian government had or has any interest in this. As soon as they hear words "I have issues with smart meter" they do the best to find excuse to pass your complain somewhere else or give you meaningless answer.

Energy and Water Ombudsman Victoria is one of them: they pass complain to distributor, got meaningless answer like "smart meters are mandated" and close the case.

No one Order in Council related to AMI use word "mandated", no one Order tells what Smart meters are compulsory, but EWOV prefers for not know about it. 

Many people called or write to distributor about rejection of Smart meter, they have sign «No Trespassing», sign on meter box «No smart meter», so proceeding with installation distributors breathed not just Order in Council, they breached SUMMARY OFFENCES ACT 1966 - SECT 9: 

(c) the person enters that place in breach of a prominently displayed sign erected at that place by the owner or occupier or a person authorised to erect such a sign on behalf of the owner or occupier stating that— 

(ii) persons engaging in that place in the type of activity in which the person concerned is proposing to engage in that place are prohibited from entering that place— 

and the person has no other lawful excuse for entering that place. 

I believe something must be done to force distributors to obey law (relevant Orders in Council and SUMMARY OFFENCES ACT 1966) and force our State government and EWOV to keep eye on it and take action if law is breached. 

7. Do we have "asbestos" scenario coming?

There is a medical condition which is called "Electromagnetic Hyper Sensitivity" (EHS). It is known since 1950s. Majority of population does not feel electromagnetic fields as long as they are weak, but there is a minority which feels them. And these people not just "feel", they suffer from presence of electromagnetic field. 

Smart meter emits uncommon and almost not researched kind of wave - pulsing one. There is very limited data available how pulsing radiation interferes with living organism. There is some information it is more dangerous then "usual", wave-like radiation, but no big research was done. 

As soon as distributors started to install smart meters more and more people became sick. They complained to distributors and government bodies, answer was the same "According to ARPANSA standard Smart meters are safe".

I wonder - does government have no memory? Asbestos also was "safe because standard sad so" for many years. Thalidomide was "safe because research sad so". At the end the truth became known, but how many human's lifes were destroyed?

Why no one in government tried to look into these complains? Why foreign-owned corporations are allowed to install device which is "safe because standard sad so", despite several complains about it effects on people health?

Very alarming article "Self-Reporting of Symptom Development From Exposure to Radiofrequency Fields of Wireless Smart Meters in Victoria, Australia: A Case Series

Federica Lamech, MBBS" was published in 2014. 

And in this study the author claims: "... author of the current study offers the hypothesis

that some people can develop symptoms from exposure to the radiofrequency fields of wireless smart meters." - it means smart meters not just produce wireless radiation which makes life of EHS person uncomfortable, they are much more dangerous - they make previously healthy people hypersensitive to wireless radiation!

As far as I know no one scientific body in Australia took any action about it. ARPANSA does not care, from "asbestos" point of view they are still living in 1970s "asbestos is safe as long as it below the limit".

In 1970s there was plenty of information it is not the case, but industry and authors of then existing safety standards did not want to know about it and later they did not hold any responsibility for creating "asbestos safety standard" which made several thousand people sick. 

I believe independent research into Smart meters and how they affect people's health must be done ASAP.

Some kind of "alarm bell" system must be created. Which will quickly react to all complains about everything what is "safe because standard sad so". Asbestos, Thalidomide, Smart meters - they had to be investigated by someone who did NOT declared them safe as soon as first complains were received. 

8. Is ARPANSA standard out of date?

EHS is known for many years. But ARPANSA has another point of view:

http://www.arpansa.gov.au/RadiationProtection/Factsheets/is_ehs.cfm 

"The scientific evidence does not establish that EHS symptoms are caused by exposure to low-level electromagnetic fields."

Current ARPANSA Standard (RADIATION PROTECTION STANDARD Maximum Exposure Levels to Radiofrequency Fields — 3 kHz to 300 GHz) does not even mention EHS. It may be good for "John Citizen", but people who are sensitive to radiation suffer and cannot get any adjustment from companies who own mobile phone towers, smart meters or other sources of radiation. Because answer to their complains is the same "level of emission is below ARPANSA limit, so everything is OK".

In 2004 there was World Health Organisation event in Prague about EHS: 

http://www.who.int/peh-emf/meetings/hypersensitivity_prague2004/en/

In 2013 there was a case "McDonald and Comcare" in Administrative Appeals Tribunal of Australia, where EHS was accepted by court as a medical condition which affects ability to work.

In Europe EHS is recognised as a medical condition:

http://electromagnetichealth.org/electromagnetic-health-blog/eesc-action-for-ehs/

A key high-level EU advisory body which formally advises the European Parliament and European Commission, is in the final stage of drafting their ‘opinion’ regarding actions that are needed to address the issue of Electromagnetic Hypersensitivity (EHS). 

In Australia "A SCIENTIFIC REVIEW OF MULTIPLE CHEMICAL SENSITIVITY: IDENTIFYING KEY RESEARCH NEEDS. Report prepared by the National Industrial Chemicals Notification and Assessment Scheme (NICNAS) and the Office of Chemical Safety and Environmental Health (OCSEH) 2010" tells:

"Multiple chemical sensitivity (MCS) ... is a condition within the sphere of “environmental sensitivities”, a descriptor used in a wider sense to describe a variety of reactions to environmental factors including chemicals and physical phenomena such as electromagnetic radiation, at levels commonly tolerated by the majority of people (Sears, 2007)."

ARPANSA do not visit people who complained about Smart meters, they do not want to know about anything what do not fit into their theory. Looks like "If facts do not fit into theory it is a problem of facts".

I believe law must declare experts who declared something "safe" to be responsible and accountable. They must monitor situation, react to all complains, meet people who complained in person and run new tests if necessary. 

9. Does ARPANSA Standard really tell Smart meters are safe?

Several people complained about health problems as soon as they got Smart meter installed in their house. All they got same answer "according to ARPANSA standard Smart meter is safe". 

For me it sounds no one government official or distributor tried to read it. Because actually the Standard does not tell anything like this.

"RADIATION PROTECTION STANDARD Maximum Exposure Levels to Radiofrequency Fields — 3 kHz to 300 GHz"

Foreword: 

There is currently a level of concern about RF exposure, which is not fully alleviated by existing scientific data. It is true that data regarding biological effects, at levels below the limits specified in the Standard, are incomplete and inconsistent. The health implications for these data are not known and such data could not be used for setting the levels of the basic restrictions in the Standard.

Research is continuing in many countries into possible effects on health arising from RF exposure.

For me foreword like this has nothing to do with "standard sad it is safe, so it is safe". It more looks like "it is safe as far as we know, but we do not know a lot". 

Have Victorian health authorities ever read the Standard? I doubt.

... the limits specified in the Standard are based on the published 1998 Guidelines of the

International Commission on Non-Ionizing Radiation Protection (ICNIRP).

If we read the document, on which ARPANSA standard is based (ICNIRP GUIDELINES

FOR LIMITING EXPOSURE TO TIME-VARYING ELECTRIC, MAGNETIC AND ELECTROMAGNETIC FIELDS (UP TO 300 GHZ), 1998) we can find more information which not really assuring.

these guidelines are based on short-term, immediate health effects... So population of Victoria is used as a guinea pigs for research about long-term effects from pulsing wireless radiation? And our Government does not care? Actually our MPs and our health official are guinea pigs as well as me, because they got Smart meters in their homes also. Congratulations!

page 506: Interpretation of several observed biological effects of AM electromagnetic fields is further complicated by the apparent existence of “windows” of response in both the power density and frequency domains. 

Is it possible Smart meters emit combination of power/frequency which fits into one of these "windows"? We do not know. And no one tried to find out. Without checking out we cannot claim "Smart meters are safe", but exactly this is happening.

There is insufficient information on the biological and health effects of EMF exposure of human populations and experimental animals to provide a rigorous basis for establishing safety factors over the whole frequency range and for all frequency modulations

So no one knows for sure about ALL frequencies and ALL modulations. But ARPANSA used this uncertain document to create the Standard and claims "Smart meters are safe"!

About effects of electromagnetic field which are below ARPANSA limits: 

Overall, the literature on athermal effects of AM electromagnetic fields is so complex, the validity of reported effects so poorly established, and the relevance of the effects to human health is so uncertain, that it is impossible to use this body of information as a basis for setting limits on human exposure to these fields.

Does it mean weak fields safe? It more looks like "we do not know today, but may find out tomorrow". Victorian health and energy industry officials received several complains from people who become sick as soon as they got Smart meter in their house and gave them same answer: "Smart meters are safe because standard sad so".

ARPANSA standard one of most "generous" for emitting devices. There are many countries in the world where level of emission of wireless radiation must be many times less then in Australia. 

Some data is here: http://www.safeinschool.org/p/microwave-exposure-limits-countries.html

(Australia has same limits as USA).

But ARPANSA does not want to know about any complains or reducing limits as many other countries did. 

Other hand, they wrote the Standard in a way which protects ARPANSA from any claims if something will go wrong in future. Someone may suffer, but Australian "science" will be blameless and will hold no responsibility for their actions. So why they have to worry about information which do not match their point of view?

I believe it is very wrong. 

I believe information which I provided is very alarming and independent research into safety of Smart meters must be done ASAP. 

And laws must be changed to FORCE authorities react if they receive more then some specified amount of complains about something. And does not matter who declared "something" safe - if too many complains received new, independent, research must be done.

10. Responsibility for wrongful disconnection.

In Victoria energy retailers are responsible for wrongful disconnection. They may pay $250 for every day which customer was left without electricity (https://www.ewov.com.au/complaints/assistance-to-lodge-a-complaint/if-the-energy-disconnection-was-wrongful).

And if you are disconnected by one retailer you can sign contract with another one, so disconnection is a problem but affects your life only in short term.

Unfortunately distributors have no responsibility like this. Victorian law does not have any compensation in case of wrongful disconnection by distributor. They can live customer without electricity as long as they like and get away with this. And distributor has monopoly. 

So this loophole in law gives distributors practically unlimited power. And they use it. There are people who were left without electricity for months, without explanation why it was cut off and how they can get it back. 

Energy and Water Ombudsman Victoria was not able not just re-connect electricity. They did not even manage to force distributor provide customer with proper explanation why electricity was disconnected and how it may be possible to get it back (actually distributor obliged to inform customer about it BEFORE disconnection, but they did not do it and EWOV failed in this also).

What is the same about these people: all they rejected Smart meter to be installed in their home. It is one more example of "best endeavours" and "acting in good faith".

I believe it is wrong and related laws should be amended to ensure distributors have same obligations as retailers - pay for every day of wrongful disconnection.

And absence of action from EWOV must be investigated, because they lose any enthusiasm as soon as they hear complain about Smart meters. This attitude is wrong, EWOV was created to protect consumers, not corporations.

11. Funds for compensations to Smart Meters victims.

In the year 2001 Hardie had never admitted to anyone - shareholders or the public - just how may lives its asbestos was likely to claim. They were hidden behind confidential settlements for those victims who had the heart to sue. And when a new Australian accounting standard - ED88 - looked like insisting that Hardie have to declare ALL its estimated asbestos liabilities... 

Currently Smart meters declared "safe because ARPANSA sad so". So owners of Smart meters (electricity distributors) have no obligations to have funds available (estimated liabilities) for compensations to people who suffer from pulsing radiation or who become sick, because Smart meter made them Hyper-Sensitive to wireless radiation.

In future it may create situation, when a lot of payments must be made, but no funds are available (see asbestos history). And their insurance company may refuse to pay for Smart-meter related problems or will go into liquidation (again, see asbestos history).

So we come back to corner one: as long as we have "Smart meters are safe because ARPANSA sad so" we cannot even ask distributors to have funds for compensation or proper business insurance, which will cover future payments to victims of AMI project. 

12. Smart Meter Refugees.

Several people could not stay in their own houses any more because Smart meter in their or neighbor's house made their life misery. They were forced to move interstate, in parts of Australia where there are no Smart meters yet, where they do not suffer from pulsing radiation.

Federal and Victorian Human Rights Commissions and Ombudsmen received many complains about it, but nothing was done.

Australia cares about refugees from other side of the world, but no one is brave enough to stop 5 foreign-owned corporations from forcing Victorians from their homes and looking for refuse interstate . 

Here we do not need any changes in laws. We need to force bureaucrats to use existing ones.


