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The Direct Marketing principle
Definition of ‘personal information’

Cross-border data flows



Extensive Public Engagement

Broad-based Advisory Committee

» plus 3 specialist sub-committees: health; credit
reporting; developing technologies

Consultation papers

o 2 Issues Papers; 2 Overview documents; Discussion
Paper (3 vols, 301 proposals for reform)

National Privacy Phone-in
Special ‘Talking Privacy’ website for kids

250 meetings + public forums, roundtables,
youth workshops

Nearly 600 written submissions



What we heard . . .

Australians do care about privacy

« perceived erosion of privacy — especially since
ICT advances

e ‘sensitive info’ (esp medical)
* but understand need to balance privacy with
benefits, security

Privacy laws much too complex and confusing
‘Privacy’ often just an excuse (‘BOTPA’)

Specific worry about
e cross-border data flows

« direct marketing (esp if not an existing
customer)

Need stronger remedies in the event of
breaches — esp serious ones



For Your Information: Australian Privacy Law
and Practice (ALRC 108)

3 volumes, 74 chapters and
295 recommendations

Part A - Introduction

Part B - Developing Technology

Part C - Interaction, Inconsistency
and Fragmentation

Part D - The Privacy Principles

Part E - Exemptions

Part F - Office of the Privacy
Commissioner

Part G - Credit Reporting Provisions

Part H - Health Services and
Research

Part | - Children, Young People and
Adults Requiring Assistance

Part J - Telecommunications

Part K - Protecting a Right to Personal
Privacy



Regulatory Framework

One Set of High Level Privacy Principles
1 Anonymity and Pseudonymity

2 Collection

3 Notification

4 Openness

5 Use and Disclosure OP_C

6 Direct Marketing (org only) Guidance

7 Data Quality

8 Data Security

9 Access and Correction

10 Identifiers (org only)

11 Cross-border Data Flows

Regulations
- eg Credit Reporting; Health Regs -
¢ can impose more specific, and more or
less stringent, requirements

Industry codes

- deal with operational
matters



Direct Marketing

What we heard . . .

Community concerned, particularly about unsolicited
direct marketing

« OPC Survey (2007) — 80% of respondents
concerned/annoyed about receiving unsolicited direct
marketing

o Similar response in ALRC Phone-in (2006)

People often want to know

* Re: unsolicited - how their personal contact details were
obtained

» General - how to opt-out of direct marketing communications

Direct marketing to existing customers perceived by
the public as legitimate, provided it is within
customers’ reasonable expectations and functional
opt-out provided

Concern about the distinction in NPP 2.1 between
primary and secondary purpose of collection



Discussion Paper Proposal

No distinction between primary and
secondary purpose

No distinction between existing and non-
existing customers

Applied current requirements in NPP 2.1(c)

Requirement that an organisation
o comply with an opt-out request within a reasonable
period of time

» take reasonable steps, on request, to advise from
where individual’s information obtained




Recommended Direct Marketing Principle

Distinguishes between existing and non-existing
customers

Existing customers
« Use of personal info within reasonable expectations

* Functional opt-out

Non-existing customers and customers under 15

yrs

* Individual has consented or (for non-sensitive info) not
practicable to obtain consent

 Opt-out notice with each direct marketing
communication
e Functional means to opt-out

* Where reasonable and practicable and where
requested to do so by the individual, tell the individual
from where their personal info was obtained



Why a Separate Principle?

‘Use and Disclosure’ principle in model UPPs:

based on a distinction between primary

and secondary purpose of collection

e such a distinction in a direct marketing context
gives rise to ambiguity;

e more appropriate distinction is between existing
and non-existing customers — see ALRC 108,
[26.27]-[26.31]

applies both to organisations and agencies,
whereas Direct Marketing principle applies
only to organisations



Definition of ‘Personal Information’

‘Personal information’ should be defined as ‘information
or an opinion, whether true or not, and whether
recorded in a material form or not, about an identified or
reasonably identifiable individual’

Brings Privacy Act definition more in line with
International instruments — eg APEC Privacy
Framework, OECD Guidelines, Council of Europe
Direction, EU Directive

Whether an individual is ‘reasonably identifiable’ from
certain information requires a consideration of the cost,
difficulty, practicality and likelihood that the info will be
linked in such a way - see ALRC 108, [6.57]

Contact information — eg an IP or street address, or
telephone number — of itself is not ‘personal
Information’, but may become personal information as
Information accretes around a point of contact and can
be linked to an individual



Cross-border data flows

UPP 11 applies to public and private sectors

Accountability - general principle:
sender remains responsible for
ensuring the overseas recipient
handles the personal information
consistently with the UPPs or ...

 Adequacy - sender reasonably believes that
law, binding scheme or contract offers similar
privacy protection to Australia

« Consent - despite being advised the sender
will no longer remain responsible

« Sender is ‘required or authorised by law’
to transfer the personal information

— eg: extradition, public health emergencies



Consideration of Report Recs

Senator Faulkner, Special Minister of State and
Cabinet Secretary (and minister responsible for the
Privacy Act) stated that the Report will be
considered In stages:

Stage 1 consideration (12-18 mths from Aug '08)
* One set of privacy principles

* Credit reporting and health regs

e Education concerning issues of new technology

Stage 2 consideration

 Removal of exemptions

« Data breach notifications

Concurrent

« Harmonisation of Cth, state and territory privacy laws
« Recommendations relating to powers of the OPC



Further Information

Web: Privacy Report available online at
www.alrc.gov.au

Emalil: info@alrc.gov.au




